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Footnotes
Thank you. The greatest compliment you can give a writer or a teacher is to share some of your time. I value your offer to spend time examining this book. I hope you find this book both entertaining and educational. I expect there will be three audiences for this book: students entering careers in information technology, technology managers and those that know that the way we shape our technology impacts our social structure. My hope is to give each audience something of value.
My goal for this book is to help you see a new vision for information technology (IT). I will do that by first describing the current reality. Only after that foundation is established will I describe a possible future. My style is inductive. I plan to illustrate a range of points and let you draw conclusions as to how to best apply those concepts. I hope I can be effective in describing the problem and solution. I also hope that the process of illuminating the problem will allow you to see that what applies to IT also applies to the ecology of modern society.
I plan to call upon your imagination. Picture, for a moment, the dawn of the twentieth century. Once upon a time there were carriages and horseless-carriages. Carriages were the standard mode of transportation. A few brave souls had the means, knowledge and spirit to attempt the use of motorized transport. To the general public those new contraptions were known as horseless-carriages -- carriages that did not require a horse. Today in common speech we refer to those vehicles as cars and horse-drawn-carriages. Carriages were once the norm. Cars are now the norm. What was commonly accepted became quaint and unusual. What is commonly accepted in information technology today will become quaint and unusual in the future.
My premise is that it is time for IT to change from a realm of wizards and sorcerers managing the unusual to the norm -- just another application of technology to serve society. Can you see the shift in focus? Wizards hide behind the curtain and create an illusion of control. Sorcerers babble unknown incantations and claim authority over dark powers. Today many people in IT act as if they have secret powers of incantation. They use those illusions to do what they want rather than listening to the needs of their customers.
Once upon a time the land between cities was ruled by rogues. Pax Roman, the Knights of the Round Table, and the legends of the six gun brought order to the unruly. Given the choice do you want to be harassed by ruffians? Of course not. And yet, does your IT department behave like it is the last bastion of the uncivilized? Do you go to meetings only to be told that you have no say in the matter-all the decisions have already been made by the technical people and input from the business is not required? This is going to change. The unruly behavior of IT will be tamed and IT will be absorbed into the business. This book is dedicated to those already invested in the struggle to bring order to information technology. The way of the wild west is coming to an end. Those who turn chaos into order will win. It has always been that way and it will be no different this time.
And what applies to IT applies equally to all aspects of society. Do you hear people ask for your opinion only to be told the decisions have already been made? Committees meet in secret and then unveil their plans to a surprised constituency. Management plans reorganizations without the input from those doing the work. Representatives vote to proceed with initiatives that those they represent do not want. But I digress. Changing society is a massive undertaking. So, rather than tackle the whole, I propose that we explore one small part. I propose that we focus on IT as an area that needs help today. And need must always exist before solutions are sought.
The shift from unordered to order is simple. For example, look at the acronym for Information Technology. Try seeing “It” instead of IT. Try looking at this field of endeavor as capital-I and lowercase-t. Put the emphasize on the Information and not on the tool.
Such a simple shift can have a profound impact on your business. Or consider the symbols shown below. I used these schematics as my guide when I planned this book. These images imply a shift from compartmentalization to alignment. Notice how all of the actions in the diagrams interconnect. Compare these structures with what you have in your “It” organization today. Are your projects governed? Are those projects aligned with the needs of operations? Do you use metrics to assess the success of your projects or your operations? Do you ask whether or not the customers got what they wanted?


You are the one that can make the difference. Will you?
My intent is to explain this material as simply as possible. My approach is inductive. I owe a debt of gratitude to the students that allow me to stand up front while they teach me how to create a learning environment. My intent is to apply what I know about creating a learning environment to the structure of this book.
I will begin each chapter with a story to enlist your imagination. We need to imagine future possibilities. I will then quickly outline the points I plan to make in that chapter. Throughout each chapter I will tell short stories to help you connect to the points in that chapter. If you have been in this industry for a while you probably have your own stories with similar characters and similar conclusions. If you are new to this industry then I offer these stories to you to help you learn how things work today.
This book surveys the breadth of information technology. Towards the end I will begin to pull the pieces together. The goal is to find holistic solutions. Too often piecemeal projects optimize one aspect of IT without regard for the impact those changes have on the other parts of the organization. Thus the process of trying to fix IT tends, instead, to create problems. If you have been in this industry for a while you probably know what I mean and have numerous examples of how good intentions often produce unexpectedly bad results.
Surprisingly, however, many people that I talk with are skeptical that the situation is really that bad. To ensure that perception is not perpetuated, I include a list of identified problems in the first several chapters. Some of those lists will be rather long. This, being a short chapter, has a short list. The problems I have identified so far are:
--
IT tends to focus on tools rather than on the business.
IT tends to have an elitist attitude.
IT tends to hold the business hostage.
Projects tend to be ungoverned.
Projects are not always aligned with the business need.
Projects are not managed through metrics.
Operations are not managed through metrics.
Customers are not satisfied with IT project results.
Customers are not satisfied with IT operational results.
--
Do you agree? Then let us begin by exploring Vision, Projects, Operations, Governance and Customer Satisfaction from a systems perspective. The first chapters are simple - perhaps too simplistic. But each chapter builds upon the content in the prior chapters. The later chapters may be a bit too complex. The way I suggest you approach this is as a dialogue. I will be doing much of the “speaking” through my written words. But for you to see the benefit you need to contribute to this conversation. You need to bring your world perspective, your personality and your experience with you. Along the way I will give you descriptions of tools that I find useful. Later I will use those tools and assume that you understand what I mean.
This book is divided into two major parts. The first part of this book focuses on the Best Practices currently defined for IT. My focus is on the best practices for projects, operations and governance. But first I begin with the need for a vision. It is the vision of a better environment that provides the motivation for a best practices initiative.
The second part of this book provides a description of the tools most useful in measuring results. The types of results that I reference are the results from best practices initiatives. The types of results that are the most meaningful, however, are the results that translate into improved customer satisfaction. My intent in that part of the book is to describe the tools in such a way that you can apply them to your own environment and then apply those tools to your own efforts to track customer satisfaction.
I conclude each chapter with a long list of problems facing IT. Near the end of this book I endeavor to organize those problems and describe tools that can help us solve them. I hope you do not find this confusing. I hope that you are able to pick up valuable information along the way and then carry that into the later parts of this book. Most importantly, however, I hope you find valuable information that you can take with you when this conversation is over. My conclusion is optimistic. Despite longs lists of identified problems and numerous examples of failed initiatives, the reason I persist in this effort is because I believe things can be better. I hope that you reach that same conclusion. I also hope that the information I provide here helps you in your own efforts at best practices.
Again, I thank you for taking the time to enter into this conversation.
*****
A skeptic once noted that “seeing is believing”. The converse is also true. Gold in California created an image that propelled people to walk the width of the continent. Images of the vivid blue marble called earth capture the imagination and compel us to cross into the unknown. Countless entrepreneurs painted the image of wealth to be made by dot coms and channeled millions into the creation of a wired world. It is interesting to note that none of those dreams came to be as first espoused. And yet, when Dr. Martin Luther King Jr. described his dream of equality was it the dream that lacked or is it our failure to follow through? The vision had to come first. A proponent must take up the cause and preach the message. When others see the same image then “Vision” has done its work -- the dream has become a possibility. In this chapter I will layout a pattern for the remainder of this book. I will paint an image and then highlight possible conclusions. This is induction. If you see the image then my work has been successful. If you agree with my conclusions, then we have both benefited from this labor. And if you find such value as to carry forward from here, then, perhaps, the world will be better in one small way in one small place. Each chapter will begin with an introduction and then a brief summary. Each chapter will end with a repeat of that summary. This gives you a road map for guidance. My premise in this chapter is that a prerequisite to success is a statement of vision. A purposeful vision requires:
--
A concise expression of the vision.
A champion to embody the vision.
The vision must be aligned with reality.
For success, the vision must be bought into at three levels.
The vision must be focused and specific.
Implementing the vision requires hard work.
--
Each story in this chapter will add to the whole. Later chapters will expand on many of these same stories. This first story starts small. Once upon a time there was a vision.
Cinco de Mayo
Cinco de Mayo is the day when Mexico celebrates independence. The holiday is widely observed in the southwestern United States. It is a time for parties, for celebrations and an occasional parade. If you are not familiar with this celebration, then think of one you know. The Fourth of July, Guy Fawkes Day or May Day. Each observation conveys vibrant images of joy and celebration.
A project landed on my desk one day. I cannot recount the sordid history of that project. Due to various acquisitions and mergers this company had too many financial management systems. The goal was simple - migrate the financial data used by this division from a legacy system to the system now designated as the corporate standard. Several project managers had tried and failed. The “big iron” mainframe was a boat anchor to some and a sheltering reef to others. That mainframe dragged down the departmental budget and yet that mainframe provided job security to those who understood how to make it work.
I began by assessing the work left to complete. All prior work, the good and the bad, was a sunk cost -- something we could not undo. I then talked with the people on this project and learned of the feuds and fiefdoms that dominated this corporate landscape. There was no history of what had already been tried. No estimates to describe what needed to be done. No agreed upon schedule to describe when tasks were expected to finish. But we had plenty of deadlines, all of which had already been missed. Based upon those conversations I sketched out a schedule for the remaining work. If all went well we could finish this project in the second quarter of the following year.
Based upon my conversations I sensed that this project lacked a vision. Everyone was committed but no one agreed on what that commitment meant. I looked at my calendar and picked a date. That was our target date. It mattered less whether or not that date was a wild guess or a date derived by doing a forward and backward pass to assess the critical path. I needed a date that implied a vision.
I then went to the local novelty shop and bought six small piñatas. The next morning I went to each of the principle stakeholders offices, asked for a few minutes to speak and I set a piñata on their desk. “Cinco de Mayo. We will finish the migration on Cinco de Mayo”. All wanted to know how I knew that date. “Ah, the clever wisdom of project management, various tools and techniques, it is all in the PMBOK” (1.1). And I conveyed a sense of conviction that it would be Cinco de Mayo. Most of those managers kept their piñatas on their desk for the next nine months. Passing in the hallway they would greet me with “Cinco de Mayo”. We had a vision.
Now, achieving that vision was a completely different matter. The feuds continued. Various managers attempted to decimate each other's camps. Key resources left in frustration. But throughout management there was one common vision - this project was going to finish on Cinco de Mayo. And in spite of how much each team dreaded the thought of cooperating, each knew that their manager had bought into this vision.
Cinco de Mayo mattered in that it evoked an image. It was a cause for celebration. It became tangible through the piñatas. And it became a shared vision. It did not matter whether the best date was 28 April, 5 May or 1 June. What mattered was that everyone was committed to the vision of finishing this project. And it mattered that Cinco de Mayo was a date that had substance. The fifth of May has no imagery. If we can wait until the fifth of May, then why not wait until the sixth or seventh of May? The Cinco de Mayo holiday only comes once a year. Miss it and we will wait another year.
It starts with vision. Next, you need a champion. Jean D'arc and Winston Churchill championed causes. Each became an embodiment of their vision. For a vision to succeed you need a champion.
Raju was a reluctant champion.
The customer liked the demo and loved the functionality of our software. The deal was set but with one condition - move the code from the old operating system to the new version within ninety days. The clock was ticking. Time elapsed. Then both the engineering manager and the project manager left the company. Time had been lost.
Someone called me into a meeting. “Fix it. We need the revenue.” First prerequisite - I asked for a project focused team. There were already battles a plenty between the teams so there had to be a single overall manager. “Agreed”. Next, I needed a technical lead, a Subject Matter Expert (SME), the one person that understood this domain better than anyone else. And they found him.
I explained the problem to Mr. SME and asked for his assessment on how to accomplish the work in the remaining seventy days. In a few days he came back with a plan. “Send everyone off site for two weeks of training and we can finish the conversion within one year.” Wrong plan.
With sixty-five days left I opened the “opportunity” to the team. I was surprised by who walked into my office later that afternoon. He explained that he did not know the current application, did not know the language proposed for the conversion and would need a lot of help. But, he believed it was doable. All he asked for was a couple days to learn this language, examine the current code and get back to me.
With sixty days left we held a team meeting in the US office and I followed up with conference calls to India and Ireland. “Raju is our new project lead. He will establish the architecture. All other work is canceled. Every resource in the engineering department is to focus exclusively on this project. Raju learned enough to code in this language in two days, everyone who thinks they can code better than Raju had better keep up. Everyone that wants to learn from Raju now has an opportunity.”
I scheduled a daily check-in with every programmer. Everyone had assignments either in coding or testing or just cleaning up the old code. I began my day with a 7 a.m. call to Ireland and ended my day with a 9 p.m. call to India. We finished close enough to that deadline to keep the customer content.
Raju led the way. When anyone ran into an obstacle he was there to champion the cause. He reminded them of the urgency. He showed them how to attack the problem. He sold them on the benefits of this new language. And he led the charge as we overcame each challenge. Together we succeeded.
How did we do it? We achieved that deadline by having a clearly defined vision and by having a champion that believed it could be done. And guess what, the one year estimate might have been a reasonable guess. But by setting clearly defined objectives and properly managing the resources we did enough work in sixty-days to salvage the situation. We had a shared vision and we had a champion that embodied the vision.
Mahatma Gandhi
Mahatma Gandhi had a vision for a free India unified and united as a country. He championed that cause and embodied the movement. His frail presence carried weight throughout the world. He was the personification of the movement to create an independent nation of India through non-violent protests. He was adored by the people of India and respected by the leaders of that British colony.
And yet, the separation of India, Pakistan and Bangladesh is not what he envisioned. Gandhi embodied his vision. Somehow, however, his vision did not align with the reality of the political and religious struggles still facing that region. He called on the Hindus and Muslims to unite in their opposition to the British and unite in their efforts to create a new country. He was assassinated when his calls for unity interfered with those that wanted to divide the colony into separate countries.
If he had lived, could he have reshaped reality to align with his vision? He had spent years helping people understand that a rebellion can be achieved through non-violence. He changed what everyone thought was “reality” by demonstrating another possibility. Perhaps his strength was enough to change the “reality” that required dividing the colony. Perhaps he could have demonstrated an alternative view of “reality” and thus brought his vision into existence.
For me, I need reality and vision to be well aligned before I start. Neither my Cinco de Mayo nor my sixty-day countdown project would have succeeded if we had not been close enough to the achievable already. We were close enough that a vision and a champion sufficed to carry us over the finish line. We were fortunate that both of those projects were achievable. We were also fortunate that we succeeded because sometimes the vision, the champion and proximity to reality are still not enough. For example, consider my experiences with ITIL (1.2).
ITIL
ITIL (Information Technology Infrastructure Library) is a standard that describes the organization of a data processing department. It was first proposed in Britain and now adopted through the International Standards Organization. I have been through four deployments of ITIL. Each had a vision and a champion. All were achievable. Only one worked and even it could only hold together as long as the champion could maintain the illusion.
My first encounter with ITIL began when I interviewed for the opportunity to create a project management office (PMO) for a large company. My vision was that of pragmatism. Find out what works already and do more of the same. Then stop doing the things that do not work. As unbelievable as it seemed to me at the time, that mega-corporation thought my vision was a bit weak. They did not believe that my proposal aligned with the reality they knew. So they chose another champion.
We soon had ITIL deployed into our cubes and offices. Rules were pronounced, but unwritten. Procedures were enforced, but invisible. Our champion embodied the spirit of ITIL -- and presented it as a spirit -- an invisible being often spoken of but seldom seen.
Later I had another chance. “We need a PMO and you are going to run it.” “Go away, I'm busy and I am not interested.” I quickly learned that this new employer had a vision and a champion. ITIL was the silver bullet to metamorphose the company and I was the lone ranger sent to fight the evil of disorganization. To my amazement, we appeared to succeed. As long as I could hold this together we acted like ITIL was important.
What was different? Well obviously, I was in charge this time. I have the magic touch. I can do this. The first effort failed because the vision was not made clear. This second ITIL initiative succeeded because I championed the cause.
The third initiative began simply. “Welcome to mega-corp, one of world's largest manufacturers. We want to do ITIL and you are here to help us.” “Fantastic. I have the magic touch. I know how to do this.” Four months later my magic was all gone and my self-confidence went with it. What was different? Here we had no vision and we had no champion. Now both eventually came to this mega-corp but not during the time I was there. I left that third ITIL initiative disappointed and returned to my work on the second ITIL initiative.
Once I returned, however, I realized that this second initiative had also floundered. Without a champion to manage the effort the forward progress had stopped and teams were busy trying to undo the progress we had previously made.
I learn quickly. My fourth ITIL initiative would be different. “Welcome to midi-corp, an industry leader in the USA. We want to do ITIL and you are here to help us.” “OK, but let's do this one slow and careful.” My proposal called for three ITIL disciplines. Management wanted four and then they wanted all ten. It worked this time -- well almost.
Yes, we had a vision and a champion -- me. The vision became contagious. Each member of my team owned one part of our assessment and each member created their own part of our overall plan. The team was inspired and inspiring. We had a goal that was possible. But it took more.
I ran assessment surveys and took the pulse of our division. While my team was on fire, they were also receiving incoming fire from the line managers we supported. Our vision had not permeated the organization. It took time and a lot of hard work to convince middle management that this vision gave them value. Once we achieved that buy-in we accomplished more in ten months than most ITIL deployments can in three years. Our vision permeated this division. Each project manager became a champion for one discipline of ITIL. And our daily results proved that reality and vision would soon converge.
Then it ended. What we failed to achieve was to get commitment from the top. Every initiative requires buy-in and commitment from three corporate levels. The workers must believe that this vision will make their lives better. The managers must believe that this vision will empower them. And upper management must support the effort and empower the champion. We failed to get buy-in from upper management and thus we got lost in the shuffle of reorganization.
I set the vision. I also started as the champion and then transitioned that role to the members of my team. Our vision was achievable. The people doing the work were immersed in the vision and saw value as their careers expanded and their lives got better. The managers running the departments learned that this vision was persistent and saw the value it was adding to their daily operations. We were so close. But we failed to convey our vision upwards to get protection from the impending reorganization.
Reorganization Efforts
Reorganization efforts have both an upside and a downside. If there is a vision for where the reorganization is going, a champion to explain the process, if the goal is achievable and if you can get buy-in from all three levels of the organization, then reorganization creates opportunities. I have been through several such efforts.
When a family wants to sell their house they often “fix it up”. New paint and minor touch ups improve on the salability of the house. Companies have a similar approach. Consolidate the systems. Document the procedures. And then wait for an interested buyer to stop by.
One company had a vision -- sell the company and share the profits. We had a champion leading the cause and creating the image of profits shared by all. We knew it was possible. We had buy-in from the senior executives to sell the company. We had buy-in from middle management to do the work. And we had buy-in from the employees to share the profits. But we were scattered. Everyone had their own interpretation of the vision.
Our champion's vision was simple. Build a set of documents that described what we did and how we did it and then sell our know-how. The documents were tangible and would convince prospective buyers that it was not just smoke and mirrors. He had a vision. He embodied the vision. We knew we could do this. And we had buy-in. All we needed was “focus”.
Our champion had a solution. He rotated me through each group until we achieved the goals for that group. He brought the vision. I brought the focus. Note that vision and focus do not need to come from the same person. During the sixty-day countdown project I took care of focus and let Raju be the visionary. These are interchangeable roles. But someone has to fulfill each role. One person has to be the sole person responsible for authenticating the vision and one person has to be the one responsible for implementing specifics within that framework. Just as the vision provides the goals for a focused effort, the effort to focus must be translated into specifics like job assignments and deadlines.
31 December
31 December is a magical date. Like Cinco de Mayo, 31 December has substance. 1 January falls in an entirely different year than does 31 December. One company had a vision for their future. Migrate to new hardware, new operating systems and new applications. Then sell the division and refocus the remainder of the company into a more profitable niche. This vision translated into money both through the sale of the division and through increased focus in the remainder of the company. With money to be made, time was a critical factor. So this company wrote a contract that included an incentive clause. “Finish by 31 December and you get a 5% bonus.” Five percent of a corporate contract is a lot of money.
--
We had a vision -- finish the defined application by 31 December.
We had a champion -- the partner assigned to this account.
The vision aligned well with reality -- it was achievable.
We had buy-in from the highest level of the company.
The managers and workers were committed to this goal.
--
What it then took was focus. We had to stay on track and not deviate. Project changes were denied unless absolutely critical. Overtime was rewarded with both pay and perks. There was a goal to achieve and we never lost track of that vision. It took creative thinking but we found a way around every road block. Programmers became system administrators. Testers filled in as users and trainers. Subject matter experts became customer supervisors. Everyone that had bought into the vision stepped up and found ways to refocus their efforts to turn the vision into reality. The vision had that much power. Hard work was all that was required.
Hard work is the final requirement to turn vision into reality. Each person contributed to finishing by 31 December by working harder than they would have otherwise. Overtime and then more overtime on top of that. Somehow everything aligned. The vision was clear. The champion motivated the team by offering financial incentives. The goal was achievable and buy-in permeated our organization. We stayed focused and we worked hard. It is rare for all of those elements to align so well. And through hard work, we achieved success.
It is just that simple.
Create a vision. Package and deliver the vision in a clear easy to understand format. Cinco de Mayo conveyed an image. The sixty-day countdown conveyed an image.
Choose a champion. You can be the champion, or you anoint someone else. I was the champion for the Cinco de Mayo project. Raju was the champion for the sixty-day countdown. The champion does not need to be a martyr like Jean D'arc or Mahatma Gandhi. But the champion has to be tangible, visible and larger than life. People need someone to look up to, someone to show them the way forward.
Align the vision with reality. Cinco de Mayo, the sixty-day countdown, the reorganization and the 31 December projects all succeed because they were achievable. The ITIL projects floundered because the goals were set too high. If you have the strength of Winston Churchill or Mahatma Gandhi, then set lofty goals. The rest of us need to focus closer to home.
Get buy-in from three levels -- executive management, front line management and the people doing the work. Measure it constantly. I assessed progress on the Cinco de Mayo project in weekly status meetings and in numerous fire fighting sessions. I assessed progress on the sixty-day countdown project every day with every person on the team. During the reorganization effort I assessed status daily and reported to executive management twice a week.
Focus on specifics and discard the rest. None of our successful projects tolerated excess baggage. All of the ITIL initiatives ballooned out beyond our ability to succeed. Stay focused and you can succeed. Lose focus and you fail.
Hard work is the one aspect of vision that is often neglected.
You can do this!
In the introduction I set a goal to first survey the breadth of IT before proposing solutions. Before we move on, allow me to recap the problems I outlined in this chapter. We will use this list when we search for solutions.
--
Vision is often confused or convoluted.
Vision is often forgotten unless a champion continues to describe the goal.
Vision is difficult to achieve if it does not align well with reality.
Vision is difficult to achieve if it is not supported by executive management.
Vision is difficult to achieve if it is not supported by middle management.
Vision is difficult to achieve if it is not supported by the people doing the work.
Organizations tend to divide into isolated units.
Old ways of doing things drain resources that could be used elsewhere.
Old ways of doing things can impede progress.
Projects often miss their deadlines.
Projects are often estimated poorly.
Projects are often scheduled poorly.
Projects are not always aligned with the vision.
Expectations are often unclear.
IT departments often fight with each other.
IT staff sometimes quit in frustration.
Visions do not always inspire.
Technology creates a constant need for change.
People in matrix organizations often have conflicting priorities.
IT does not always understand the business need for urgency.
IT is complex.
Even subject matter experts cannot cover the breadth of IT.
IT staff must continually learn new skills.
Global operations tend to require long work days from those coordinating the effort.
Goals are not always realistic.
Efforts often flounder when key resources move elsewhere.
IT tends to repeat the same actions that already failed on prior initiatives.
IT fails to repeat actions that work successfully.
Actions that work are often not repeatable.
IT management can be slow to adapt.
Executive actions are not always explained to the people doing the work.
Executive decisions are not always communicated to the people doing the work.
IT staff is sometimes accountable to rules that have not been communicated.
Executive impatience often leads to increasing scope until the effort fails.
Ownership is seldom transferred to the person doing the work.
Reorganizations and turmoil often cause IT to abandon successful initiatives.
IT staff find their careers linked to projects they did not choose.
Varied interpretations of a vision can lead to confusion and conflict.
Efforts often lose focus.
Vision is confused when more than one person tries to be the primary source.
Focus is confused when more than one person tries to be the primary source.
Business opportunities are at risk when an IT project is a prerequisite.
Hard work is not always applied when required.
It is rare for all of the required aspects of vision to align.
--
That is a rather long list of negatives. Even so, there are things you can start doing now.
Choose a vision. Do you want your company to be organized or chaotic? What one specific change would make it different? Think big, but make it achievable.
Be the champion or anoint one in your stead. The ideal champion embodies the vision. The ideal champion has enough power to help change reality to conform to the vision.
But keep your vision close to reality. If you are the champion then pick something that is within your span of control. Once you start to change other people's territory you will hit resistance.
Get buy-in from your manager and from your staff. For a small initiative, that might be enough. For larger initiatives you need to keep climbing up the hierarchy until you find the person with the power to protect your initiative. If you do not get their buy-in, then your initiative is running on borrowed time. You might finish before the next reorganization or you might be plowed under. Executive buy-in makes the difference.
Now focus and convey focus. Does everyone on your team understand what to do and how to do it? Do they understand that the champion is the sole arbitrator of the “vision”? Do they understand that one architect is responsible for all decisions regarding “focus”? Will they follow the vision, the champion and the architect?
Are you committed to the work that is required? Are you ready for the disappointments? Are you willing to take the risk required to turn this vision into a reality?
If you are ready, then it is time to start planning that project.
*****
Change is inevitable -- whether you want it or not. Perhaps, like aging, there is nothing we can do to prevent it; but maybe, just maybe we can do something here and there to control it. One approach to controlling change is called project management.
A Guide to the Project Management Body of Knowledge (2.1) (PMBOK) published by the Project Management Institute provides an excellent organizational framework. There are other frameworks that probably work just as well, but this is the one I use. The PMBOK is designed for changes that are temporary efforts to create a unique product or service.
For the purpose of my book, changes big enough to package are called projects. Other types of change will be addressed in the chapter on operations. The key differentiator between projects and operations is that projects are supposed to be temporary while operations are intended to continue. Projects are designed to facilitate change. Operations are designed to resist change.
It is interesting to note that one of the biggest problems with implementing project management is resistance to change. Many of the experts in managing change have been inoculated against change. Having supervised and managed dozens of project managers it fascinates me that the very people drawn to this field are so resistant to the tools and techniques that allow them to be more effective. It is especially interesting when you compare the simplicity of the tools required for project management with the complexity required to administer a database or implement governance. For a small project all you need are a few simple documents and some emails. At the simplest all you need is
--
A project charter or a signed contract.
A schedule, which can be a set of yellow stickies arranged in order, a spreadsheet or a sophisticated project management tool.
Meeting agendas in the form of emails or simple documents.
Meeting minutes in the form of emails or documents.
Forms to document changes to the project and changes to the product or service.
An issues list documenting the concerns that need to be worked through. Note that the same list can simultaneously handle risks and lessons learned.
--
With a small arsenal of 1 document, 2 spreadsheets, a collection of emails and a couple forms you can run projects from $1,000 to $1,000,000. Of course, there are excellent reasons for all the other PMBOK artifacts. All are essential for specific needs. For example, I truly value a work breakdown structure and a detailed project plan. But I would rather use yellow stickies than to have nothing at all.
My goal in this chapter is to illustrate the value of each of these key documents by describing how each tool adds value to a project. These illustrations are intended to help create the vision of how easy project management is and how much more effective you can be when you use these few simple tools. As I mentioned before, there are alternatives. Two of the most famous alternatives to “project management” are “failure” and “heroic effort”. Let’s start by examining “heroic effort”.
Srikanth Can
Srikanth can tell you about heroic effort. As a matter of fact, our motto during the course of one project was “Srikanth can...” It is funny how projects often take on a theme or characterization. This project seemed amorphous until we adopted this motto. Thereafter the project had a personality and a unique style.
The project began traditionally. We had a signed contract and used that contract in place of a project charter. I created a project schedule and began tracking progress. I even implemented “earned value” -- a project management technique that provides information on project progress. We started forward and I reported status to executive management. Within a couple weeks that status was not good. We had a mandatory deadline to achieve and we were going too slowly. Earned value is like a crystal ball in that it helps you predict future results by measuring work completed so far. It is a wonderful tool, but the news it provided was not well received. Managements' solution was simple -- shoot the messenger. And off I went to project manager exile.
Several months later I was asked to explain how I knew it was going to run late. “Ah, the clever wisdom of project management, various tools and techniques, it is all in the PMBOK” (2). “Fascinating. We find that we are now running a bit late. Fix it. We need the revenue”. No apology, no thank you, just a brief glimmer that project management might have been more helpful earlier. And now the expectation that since project management predicted the results project management must have a tool to fix the otherwise unfixable.
At times like this you want an arsenal of project management tools. Instead I had the contract and a really old copy of a project schedule. Fortunately I had one more tool at my disposal -- a hero willing to sacrifice all for the good of the project -- Srikanth. He had already been sent from our main office to our offshore office to get the installation team ready. I talked with him once to get his opinion on what needed to be done and the next thing I knew he and his team were on an international flight to the customer site.
Srikanth can do almost anything. The customer location was thirty miles into the jungle. He was thirty miles from the nearest restaurant and more than thirty miles from a vending machine. Please understand that for a true techie a vending machine is of far more value than a restaurant. Srikanth had no vending machine. Nor did he have a schedule, documentation, a clearly defined list of deliverables, and no way out. Srikanth installed software he had not seen before. Srikanth built training material and taught classes for the first time in his life. Together we documented the testing criteria and got the customer to agree that once we passed the acceptance tests Srikanth could go home. Srikanth can and did do almost anything.
This project provided an interesting contrast in approaches. It began with an effort to use the best project management tools. It degenerated into a mad scramble with one person left behind in a foreign country struggling to do the impossible. Now I leave it to you to decide which you prefer, but Srikanth is already employed elsewhere so you cannot have him. In contrast, project management tools and techniques are readily sold in stores, taught in classes and available for download off the internet.
By the way, while you are perusing the internet, look up groundhog's day. It is an obscure holiday celebrated in parts of the USA and Canada.
Groundhog Day
Groundhog Day also became the title for a movie (2.2). The theme of the movie is that the central character is trapped in an endless repetition where every day is the same day. His life cannot move forward and he is trapped in a world that repeats itself over and over. This movie became the theme for one project. Every day we would come in and find a new database design tacked up in the hallway. Every day we would delete the code we wrote the prior day and start over again. Now if you are a contractor being paid by the hour there are advantages to doing the same work over and over again endlessly. But this project had a destiny and it would soon be known as the 31 December project. We would never reach 31 December if our calendar could not move past 2 February.
I earlier described the 31 December project as an ideal use of “vision” to motivate a team. It was that. It was also an example of the heroic effort required when project management is neglected. We had a project charter in the form of a signed contract. We had a project schedule and a variety of other quality project management tools. But the schedule became a tool to prove we were on track when everyone knew we were not.
Project management tools are communications devices. I stated earlier that earned value allowed me to communicate bad news while it was still early enough to avoid heroic efforts. This time the project manager failed to communicate effectively. The end result was the same. That project manager was sent to project manager exile and we resorted to heroic efforts. And while the project manager may be sent into exile either for conveying or for camouflaging bad news, it is only the project manager that conveys bad news that may return from exile as a hero.
Do you now see the value a project schedule brings to the effort? It is a communications device. If you add earned value it will allow you to use mathematics to explain those bad feelings you have about progress. Even without earned value, a schedule allows you to compare the planned progress to the actual progress and communicate those results. Communicate what you see. If your destiny is project manager exile, then go there knowing that you did all you could to accurately represent the facts. If you do that then accept your exile with pride and wait for the day when you too will return as a hero.
Meeting Agendas
Meeting Agendas are another very simple communications tool. I was a bit player on a project that utterly convinced me of the value of a meeting agenda. It all began when the company I worked for divided one project between three development teams. Delays arose and management decided to fly all three project teams to the home office for a crisis meeting. No agenda was sent, so people speculated about the topic.
Early that morning the team from the easterly country had an 8 a.m. meeting in the eastern wing of the building. The team from the westerly country had an 8 a.m. meeting in the western wing of the building. And the USA team met in the main meeting room near the center of the building. At about 9 a.m. the USA meeting was disrupted by noise from outside. As the team from the easterly country traveled west and the team from the westerly country traveled east they both rounded a bend in the building. Simultaneously both groups erupted. Neither team would enter the conference room if the other team was allowed in. The noise got louder and things started to degenerate. People quickly whisked both teams off to opposite sides of the building. While there were political disagreements between those countries, no one anticipated this reaction.
Several hours later the USA team was summoned back to the main conference room. Both east and west voted to walk off the project rather than meet with each other. Management then began the paper work to layoff an entire development team and shutdown operations in the westerly country.
Perhaps a meeting agenda might have let everyone know in advance what was pending. Perhaps a meeting agenda would have produced some frantic phone calls and a mad scramble to find an alternative approach. Instead, money was spent on travel, more money was spent on layoff packages, more money was spent to buy the company out of building leases and pay foreign taxes for closing shop and the project was delayed by almost a year. People lost their jobs because of this incident. Meeting agendas can be helpful, and while I realize they might take ten minutes to prepare, they just might shave a year off your project completion date and save people's jobs.
Meeting Minutes
Meeting Minutes are just as indispensable. I have spent time over the past years explaining the importance of meeting minutes to project managers with little effect. So let me illustrate this for you and then you decide whether or not meeting minutes serve a purpose. To do that we need to go back to the Cinco de Mayo project.
As we got closer to Cinco de Mayo we were coming under increasing pressure. Management wanted the project finished but a few workers felt threatened. They felt that their value to the company would diminish once this work was finished. A few days before Cinco de Mayo I had a phone call warning me of a pending coup. I investigated and found a small group had decided to stop work on the new system unless their demands were met. It took time to work through all of their various issues and arrive at a fair resolution. We resolved all the issues except one. This cadre insisted one of the senior managers had to leave the company or they would not finish their work.
I documented their complaint, I compared their statements to the meeting minutes and I met with executive management. Point by point I showed executive management that the accusations were without merit. Executive management met with the cadre, showed them the facts and resolved the issue. The team did the work required, the project finished on schedule and we all moved on from there. Without that volume of meeting minutes I could not have shown the fallacy in their complaint against this one manager. Without meeting minutes this situation could have resulted in either the targeted manager or the entire cadre losing their jobs. Having meeting minutes saved this project and saved everyone's job. Meeting minutes are priceless.
All of these tools are so simple. Document what you are going to do through a project charter, a signed contract or some other formal document. Use a project schedule to communicate who will do what when. Tell everyone in advance what will be covered in a meeting so they can prepare or so they can tell you in advance if that topic is inappropriate for that time and location. Then formally document what it is that everyone agrees to through meeting minutes. Just having those four sets of documents will get you out of the Stone Age and at least up to the Iron Age.
Do you today control change by documenting the project goals, by tracking progress and by communicating through agendas and minutes? Consider yourself lucky if you are in a company that wants things done this way. And count your blessings if you can go even further. For example, how do you go about authorizing changes on your projects?
Change Management
Change Management is the technique used to detect, assess and either authorize or reject changes to a project. You do this all the time. You and your friends go to your favorite restaurant for lunch, see the long line out the door and decide to go elsewhere. Your project was lunch. Your project plan involved a specific restaurant. Your project encountered a reason to change and you and your friends agreed to the change. It is just that simple. Of course on a project that involves the expenditure of large sums of money the authorization process might be more complex.
Large projects should come with a defined process for requesting and authorizing changes to the project or to the product. This is one area where the construction industry is far ahead of information technology. Consider the work required to build a small wooden shed. First you must have a design completed by someone authorized and licensed to do design work. Next you must have the design approved by the governmental agency responsible for that building location. Then the work must be performed in phases by someone licensed and bonded for this specific type of construction. Each phase of the work must be reviewed and signed off by a government inspector. This process quickly turns a $2,000 weekend project into a $5,000 multi-month endeavor. Why is this so? Because “we the people” want it that way. Because “we the people” were hurt by inadequate and improper buildings collapsing on us unexpectedly. And so, about one hundred years ago the construction industry went through an era of regulation that now requires that every project be formally documented and every change to every project must go through another cycle of review and authorization.
And yet, today, you can walk into a company, ask for $2,000,000 and start writing code without documentation, without a defined schedule, without a plan for how the work will be verified and authorized. And then, when it turns out that the actual cost is $5,000,000 everyone is surprised. But when it turns out that the work cannot be finished as planned, no one is shocked. Are you content with this arrangement?
Implementing project change management is so very simple. Just create a form and ask people to document what they want changed and why. Get authorization for that change by asking the managers funding the project to either agree to the change or agree to reject the change. And then update your charter, plan and schedule to show this change and the impact it will have on your schedule. Without this simple process you can quickly fall into the groundhog's day syndrome. Ah, you counter, we have meeting minutes and that is where we document our changes. So let me tell you another tale, paint an image of what was and what could be.
Release 2
Release 2 was a few months behind schedule. The developers thought they were finished but they could not get this product released into production. My boss came to me one day, “We need the revenue. Fix it.” While normally eloquent, at times his conversation was rather succinct.
My first action was to ask for the project charter -- but there was none. I asked for the project schedule -- none existed. I started to ask how anyone knew they were late if they did not know when they were supposed to finish. The looks of exhaustion on everyone's face told me this project was way past due. So what did they have? Surprisingly, they had meeting minutes. And those minutes provided a gold mine of information about this project. Every meeting documented a recurring theme of change on top of change. And the history of the minutes showed the pattern of changes undoing previous changes only to then put that same change back in again.
I sat through one status meeting and listened. I then created a very simple change request form: a one page document with a few boxes to fill in and a place for signatures at the bottom. I went to the various people with outstanding requests for changes and asked them to have their manager sign the form and return it to me. Two weeks later the product shipped with no further changes. To this day some of those people will not speak to me, but the product shipped, the developers got back to real work and the nonsense of making the font bigger this week, smaller next week, bigger this week, smaller next week all came to a sudden and abrupt end.
Change management is just that simple. Just ask someone with budget authority to agree to spend the money required for the change and the nonsense will end. Be careful not to stifle changes that have value. Be careful to provide an escalation path to a neutral third party when the head butting becomes too painful. But all it takes is a simple one page form and you too can get control of the changes that are disrupting your projects.
Configuration Management
Configuration Management for projects is very similar to change management for projects. A simplified explanation of the difference between project configuration management and project change management is that configuration management is focused on the product while change management is focused on the project. When I mentioned changes to the size of a font -- well that is actually configuration management's domain. And since configuration and change management are so similar they are often combined into one project management process.
Within a project you need the ability to document the features of the product, detect, manage and either authorize or reject changes to the product and then get sign off at the end. My favorite story about the difference between project change management and project configuration management involves rubber duckies.
Rubber Duckies
Rubber Duckies are those wonderful little bath tub toys created for youngsters. Do you know what I mean? You see them in the grocery store and lots of other places. They are yellow because ducklings are yellow. They are soft because they are meant for youngsters. They are squeezable because that is part of what makes them appealing to toddlers. All of these characteristics are a description of the configuration of the product: feel like they are made out of rubber, shaped like a young duck, small, yellow, soft and squeezable. Our project is to make rubber duckies.
If we change the order from 25,000 rubber duckies to 30,000 rubber duckies we are changing the project. If we change the color from yellow to green, then we are changing the configuration. Changes to the characteristic of the product are changes to the configuration. Either type of change needs to be authorized. When you are manufacturing a short run of rubber duckies you might be able to merge the change management process with the configuration management process. If, however, you were manufacturing airliners, you would be best advised to treat changes to the project differently than you treat changes to the product.
PMI has processes that describe how to control project and product changes. Two of the key processes are scope verification and quality control. Now when I tell this story in class I bring my rubber duckies with me. You will need to use your imagination.
“The product from your project is little rubber duckies. Duckies are yellow. (Hold up the yellow ducky for everyone to see.) Now if you get a batch of pink duckies, then you can quickly detect that you have a problem with quality control. (Hold up the pink ducky and pause.) The configuration of your product does not match the specified configuration. However, scope verification is focused not on the absolutes but upon customer satisfaction. So, if your customer decides that they can sell each yellow rubber ducky for $0.25, but they can put one yellow and one pink ducky into a box and sell the set for $5.00, then you just might get approval on scope verification. (Put the duckies back into their box and display the boxed set.)”
You inadvertently introduced a change in the product. That change means you are now going to change your project. On a small project you can take one change to one meeting and get approval authorizing the change to the product and to the project. On larger projects you need to take both changes to the appropriate authorities for authorization. For example, if you decide to change the roofing material on a wooden shed then you will need to have the building plans updated, you will need to have the updates reviewed by the governmental agency, then you will need to change the agreement you have with your contractor. The change to the product -- using a different roofing material -- will change the project -- your signed contract.
It is just that simple.
The Project Charter describes what you are going to do. You use this document to describe the product, to outline the projects schedule and to get authorization to proceed.
The Project Schedule describes who will do what part of the work and when they will do it. It is a communications device. It ensures that everyone involved in the project can see when their assignments are to start and when they are expected to finish. And if you implement earned value, your project schedule can also help you forecast trends.
Meeting Agendas allow everyone to prepare for the meeting so that no one is surprised. Meeting agendas help keep the meeting on track and on focus.
Meeting Minutes document what was agreed to. Meeting minutes protect the innocent. Meeting minutes provide history to help unravel the mystery as to how projects get so far off course.
Change Management forms are used to document requests to change the project.
Configuration Management forms are used to document requests to change the product.
Issues Logs are lists of the problems that arise. Update this list with notes about who worked on the issue and how it was resolved. A risks register is an issues log for the calamities you anticipated. Lessons learned is just a list of the issues and risks along with documentation so that others can learn from the opportunities you experienced. This book is a collection of lessons learned. You can use a spreadsheet to record the issues, document your planning for risks and gather your lessons learned.
As your projects grow in size you need to add a few more arrows to your quiver. The PMBOK lists nearly one hundred different project management artifacts. Large projects need them all. Small projects can get by with the few described so far. For projects in between, there is one remaining tool that we need to discuss.
A Project Plan, officially known as a project management plan, is a description of how you will manage your project. Most of the time the project plan begins with the content from the project charter. Small projects can actually get by using the charter in place of the project plan provided you have an organization that already knows how to manage a project. Alternatively, you can put the how-to information into a set of policies and procedures and then just reference them. So there are two alternatives -- describe the how-to somewhere else, or put it into the project plan. The construction industry likes both alternatives and publishes extensive government guidelines for every aspect of every trade. And then each set of project documents again call out all of the relevant specifications as well as referring the reader to the standards. Information technology appears to prefer neither. Interestingly, very few construction projects fail to complete while only a small percentage of the information technology projects actually delivery what was ordered. If it is your money, then you can choose which you prefer. Save on the paperwork and gamble on the results, or use an intelligent amount of paperwork to minimize the risks.
That is not to say that information technology cannot drown you in paperwork. Many companies have such well defined standards that they add an extensive overhead onto every project. And yet, the results still come out about the same. Few IT project actually deliver what was ordered.
The PMI project plan is a very well designed attempt to deal with this problem. PMI offers guidance and then recommends that you create a plan that works for your organization. Their guidelines suggest your project plan should include the following:
--
A section focused on how the project will be managed. Most of this material can probably be copied over from the project charter. Also describe how you plan to measure and report on progress. Be sure to include a list of the assumptions and constraints that set boundaries on this project. For example, I assume that the readers of this book are interested in some details, but not too much. So I have constrained my writing to focus on illustrations and only drill into detailed lists like this sporadically.
A section called the Scope Management Plan which describes how you will detect, manage and authorize or reject changes to the project and to the product. You can describe this procedure repeatedly in every project plan or document it once in a separate procedural document and then just reference it. For example, if your project is to produce 25,000 yellow duckies and suddenly the configuration changes to include 10,000 pink and 30,000 yellow duckies then your project management plan should describe how to go about authorizing those changes so that all parties are pleased with the results.
The time section in the project management plan should begin with “milestones” -- a list of the major accomplishments expected along with an estimated time as to when each should be completed. This section of the document should also incorporate the project schedule or describe how the project schedule will be maintained separate from this document. Finally, the section on time needs to link into the change process for the project and the product as changes to either can impact the time schedule and the time schedule can impact both the project and the product. For example, if your project schedule accounts for the creation of 25,000 yellow rubber duckies and instead you find that you will need to manufacture 30,000 yellow and 10,000 pink duckies, then you are likely to need more time.
The project management plan should have a section that describes the cost estimates and cost budgeting for this project.
The project management plan should describe how quality will be maintained and, where relevant, describe the standards used to assess quality.
The project management plan is the place where you should expand on the list of people and other resources that will be required to complete the project. Pull the preliminary information from the project charter and then expand on it as more details become known.
The communications section of this document should list the types of communication that will be used, when each communication will occur and who should receive those communications.
The risk management section of this document should describe which risks are anticipated and how to respond to those risks if they occur. For example, I have anticipated a risk that you might be bored with this list. Therefore I recommend that you glance ahead and see that we are very close to the end of this list. The risk was boredom. The mitigation strategy was to both keep the list short and to warn you about this risk so you see that this risk can be managed.
And finally, if something needs to be purchased, then the project management plan should include a section that describes how to manage the purchase and another section to describe how to manage any contracts that derive from those purchases.
--
That is all that is required to make an excellent project management plan. For a typical project that document might be ten or twenty pages. For a multi-year project that document might actually be many separate documents. For a project like the space station, the total volume of paperwork might exceed the size of the final product. And that mountain of paperwork is why project management is resisted. But that is a misperception. Make your project management plan fit your need.
If you are going to drive across town for a meeting, do you take a suitcase with you? If you are going across the ocean for a week, would you plan to leave your suitcase behind? Different needs warrant different preparations. Treat project management similarly and you will find it a wonderfully helpful tool. Otherwise, I recommend you build a network of friends so that you have someone to commiserate with. I have friends that call me to report that their company will not allow them to use these simple project management tools and so they are continually exerting heroic effort. I have friends that call me to report that their company has a bloated set of project management documents and each trivial change balloons out into a massive pile of paperwork. What can you do? You can try to change the process, but in the meantime you have to do what is requested in order to keep collecting your paycheck. But maybe you can find someplace better. Maybe if enough project managers start insisting upon doing it right, then companies will begin to understand what doing it right looks like.
I have consulted in several companies where the project management process has become bloated. As a consultant you get paid for doing what the customer wants. Sometimes, however, I wonder. Typically I ask to see a copy of their project management templates. Most have a very nice collection of templates. I then ask to see an example of one project that made use of those templates. Typically they have no recent examples of well run projects that made use of these templates.
“I'll settle for an older project.” “We do not have a copy of an older project that was well run and made use of these templates.” “I'll settle for a project that wasn't well run.” “We do not have a copy of any recent projects that were not run well and used these templates.” I'll settle for any project of any type at any time that used these templates.” “I'll get back to you.” After spending millions of dollars on training and licensing fees no one had yet made use of these templates. Of course, as a new project manager you will be expected to make the best use of all those templates. Have you ever tried explaining to a bureaucrat that the volume of paperwork required exceeds the volume of work that would have been done without the paperwork? Did you succeed at persuading that person? Well neither have I. And thus project management gets a reputation for being paperwork intensive.
I do hope you have learned from this chapter that project management does not need to be like that. It really can be simple. And if all of us insist that it should be simple then we can get rid of those bloated templates. And if all of us insist that it needs to be done through process instead of heroic effort then we can change this industry. We can do it.
In case you have trouble convincing others of the importance of documentation, try this simple game. Pick something in the room. Describe its configuration, but not how it is used. Now see how long it takes your friends to guess what object you are describing. To add fun to this exercise describe something in your briefcase or bag.
Now explain that this is what you do when you define the scope for a project. If everyone understands how difficult it is to take configuration characteristics and name the object, imagine how difficult it is to build one when you have never seen it before. Documentation is the tool that allows vague concepts to be turned into projects and products. Documentation is vital to your success.
There are problems to overcome. Allow me to summarize this discouraging list.
--
Change is inevitable.
Change is difficult to control.
Different sizes of change require different techniques.
Project managers tend to resist changing their techniques.
People can be inoculated against further change.
The array of project management tools can be confusing.
Projects fail.
Projects in IT tend to fail more often than do projects in other industries.
Project management failures often require IT staff to exert heroic efforts.
Executive management does not always welcome bad news.
Executive management sometimes “shoots the messenger”.
Conveying bad news can negatively impact your career.
Project management is often called on to fix the “unfixable”.
Project management tools are not used consistently.
Project activities often start out of sequence.
Projects are often executed without proper documentation.
IT staff are often unprepared for what is required.
IT staff are often insufficiently trained.
IT staff often expend effort on non-productive activities.
IT staff sometimes waste time because activities are not properly sequenced.
Project management tools can generate misleading information or misinformation.
Project managers do not always communicate effectively.
Failing to use meeting agendas can have catastrophic effects.
Failing to use meeting minutes can have catastrophic effects.
Failed communication and failed projects can end careers.
Failed projects cost businesses a lot of money.
Project management requires hard work.
IT staff can feel threatened by change.
IT feuds can cause people to lose their jobs.
Project management tools are not well received in some companies.
Projects change.
Configurations change.
Changes require effort to detect and assess.
Changes require one or more processes for approvals or rejections.
Changes often counteract prior changes.
The person requesting a change is not always authorized to make that request.
Projects often start without sufficient planning.
Projects sometimes get stuck and cannot move forward.
Projects that are not properly documented often flounder and can fail.
Project efforts can exhaust the project team.
Formal processes can stifle innovation.
Formal processes can create conflict.
Project managers are expected to manage both the project and the product.
The difference between project management and product management can be confusing.
The difference between change management and configuration management is confusing.
Change management can be complex.
Configuration management can be complex.
IT often fails to learn from past experiences.
Project processes are often not documented.
Project processes might be documented redundantly.
Project processes might be documented excessively.
Project processes often require extensive documentation.
Project management has a reputation for excessive documentation.
Project management documentation can be massive.
Project management templates are not always used.
Project management can become bureaucratic.
Projects sometimes lack boundaries.
Changes often trigger other changes.
--
But it is not all negative. Project management has made tremendous progress. The techniques are simple. You just need to put them to use.
You can do it!
Your project charter describes what the product is supposed to do and how you are going to run the project. Most importantly, the project charter says that the company has agreed to do the project. If you are in a company that thinks charters are wasted effort, then create your own, hide it in your desk and keep practicing those skills. You are going to be looking for a new job soon anyway so you had better keep your skills up to date.
The project schedule just outlines who is supposed to be doing what and when they are supposed to do it. You can create a simple schedule with a word processing document or use a sophisticated project management software package. If you cannot get agreement on a schedule then you will someday find yourself in a meeting, utterly exhausted, with no way out, knowing that tomorrow will be just like today, ad nauseam.
Meeting agendas and meeting minutes are intended to provide communication so that everyone knows what is happening. Agenda only serve their purpose if they are published in advance. Minutes gain value when they are distributed. On some projects, however, I have resorted to an old technique from the construction industry. A hardbound journal is admissible in court. Loose leaf notes or spiral bound notes are much harder to substantiate. Pick a bound journal and make a practice of keeping all of your notes in it.
You need forms to document requests to change the project or the product.
An issues management log is just a simple list of the problems you have run into along with a description of who worked on it and how it was solved. You can use the same format as a starting place for risk management and lessons learned.
And a project management plan is really helpful as you scale up from small projects to larger projects.
With that small collection of tools you can manage an amazing array of projects from a wooden shed in your back yard to a multi-million dollar software development effort. Those tools are your armor. They are designed to protect you, your team and your project. They are your friend. And since the project manager's job is always to be in the middle, you need these tools. Take them with you when you are sent into project manager exile and bring them back, sharpened and ready when people figure out that you were the hero all along.
Be a hero by using the tools rather than by exerting heroic effort on lost causes. And then help others learn to change and adapt. Help them to see that project management is all about change and that project managers need tools to control change.
*****
Operations are repetitious. Projects implement change. Operations resist change. These two siblings work together. Operations are stable until a project upsets the balance. Then operations return to stability. A cat basks in the sun. A kitten pounces and everything is in an uproar. The cat returns, triumphant, and lays back down to enjoy the warmth of the sun. Operations rests comfortably, contentedly. Projects upset the balance. Having dealt with that disturbance, operations returns to a perpetual state of contentment. Such are the roles cast for these siblings. They need each other.
One of the best guides available on how to organize your operations is from Britain. The ITIL “Best Practices” guides (3.1) outline the roles and responsibilities for an IT organization. Two specific books focus on the organizational structure for operations -- the Best Practices Guide for Service Support and the Best Practices Guide for Service Delivery. There are ten disciplines in the current version of those guides -- ten fields of endeavor. In this chapter I will discuss those ten aspects of Operations and then add two*.
--
Incident Management -- responding to the unexpected.
Problem Management -- resolving problems.
Change Management -- managing changes to the infrastructure.
Configuration Management -- managing the relationships between components.
Release Management -- deploying new things into the infrastructure.
Service Level Management -- ensuring the service meets the specifications.
Financial Management -- accounting for the cost of the infrastructure.
Capacity Management -- ensuring there is sufficient capacity to do the work.
Continuity Management -- planning for serious disruptions.
Availability Management -- ensuring the business can get to the required resources.
Service Requests -- responding to business needs*.
Security Management -- protecting the environment*.
--
Incident Management
Incident Management is often known as fire fighting. Cities employ professionals to respond to fires, accidents and other types of “unexpected” crises. While each incident is unexpected, statistics tell us a certain number of these unexpected things happen every hour. Statistically it is unexpected that your house will catch fire. Statistically it is expected that someone's house will catch fire this hour. Incident management exists in IT because the unexpected keeps happening on a consistent basis.
Fire fighters train in how to fight fires. There are electrical fires, gasoline fires, forest fires, grassland fires and many other types of fires. Incident management specialists train in how to respond to incidents such as servers crashing, power failures, network outages and all the other unexpected things that keep happening. Training is important. So is planning.
Tom was an expert at planning. Tom learned to love documentation. His motive was simple. If you document it then people are more likely to get it right. And if they can read a document at 3 a.m. then he will get more sleep. Tom's preference was to automate as much as possible. The system we worked with did this by linking the type of incident to a document. That document told the analysts what to do whenever this specific type of incident happened on that particular type of server.
The goal for incident management is to respond to any interruption or degradation and take action to restore normal operations as quickly as possible. The people on Tom's team were experts. Occasionally I would test Tom's team. As part of our review process I would ask someone on Tom's team to explain what they just did and tell my why they did it that way. The correct answer is “because that is what the response plan says to do”. The correct answer is always to refer to the documentation for this type of unexpected event.
When you call your cell phone vendor you are reporting an incident. That call center expects to process hundreds or thousands of incidents per hour. They do this by having it all planned out. They have documentation that tells them what to do and when to do it. That documentation makes them efficient. When you are dealing with a high volume of incidents you need to be efficient.
Tom made incident management look easy because he had a vision for just how simple it should be. Then Tom executed a project to change his team from what they were to what he wanted them to be. Once that plan was executed Tom solidified the process and incident management became a standardized repeatable operation.
Problem Management
Problem Management is a close cousin to incident management. Incidents are unexpected. If the same incident keeps recurring, then you have a problem. A problem is the underlying cause -- also known as a root cause. The goal for problem management is to make the bad things stop happening. Incident management does not delve into why unexpected things happen, they just fix it and move on. If your cell phone does not connect to the network, the incident analyst will tell you to take out the battery, wait thirty seconds and then put it back in. And since that usually makes the symptom go away incident management is finished. The third time you do that on the same day you are irritated that the incident analyst is patting themselves on the back for making the symptom go away. You want it fixed. That is when you need to talk to problem management.
Lesley was an expert at problem management. Finding the root cause for a problem and then taking action to ensure it does not happen again is really a small project. The ideal person to coordinate problem management is a project manager. Plan what you are going to do. Communicate those actions through a project plan. Publish agendas, hold meetings and publish minutes to keep the team coordinated. Then work the problem until it is resolved. Lesley was relentless. Problems got resolved -- permanently.
The odd thing is that some companies prefer Tom's approach; some prefer Lesley's approach; while some do neither. I want someday to find a company that takes Tom's approach to documenting everything and Lesley's persistent in solving problems and try them both at the same time. Instead, I have stumbled into many that do neither, and then wonder why incidents continue to increase and problems do not get resolved. For example, one company had a network outage that affected their sale team during a peak sales period. This is generally considered a bad thing. Now, if Tom had been in charge of incident management they would have known what to do. But they did not. So the problem lingered throughout a weekend. Money was not rolling in as it should have.
By mid-day Monday the incident had been resolved and all was well. Well not actually. Yes the incident was closed but why did this particular bad thing happen? Now it was time to move from incident management to problem management. If Lesley had been there she would have been all over this. Emergency meetings, conference calls, whatever it took. “We need to know why this happened and make sure it does not happen again.” After all, things that go bump in the night and cause cash flow to dwindle are typically considered bad. Surprisingly, however, the problem management approach at this location was a bit different. “Was the incident caused by an employee or a contractor?” “An employee.” “Thank you, we are done.” “What do you want me to put in the problem report?” “What problem report?” “For the outage this weekend?” “What outage?” And that is all too often the approach companies take to problems-bury it, forget it and deny it ever happened.
If you have your choice, then document everything and expect that Tom is going to stop by any day to inspect your work. And when bad things happen anyway, then you need to be as relentless as Lesley. Always kind. Always polite. Always persistent.
Change Management
Change Management and configuration management for operations are a bit different from change management and configuration management for projects. Projects are all about change and they need a process to detect, assess and either authorize or reject changes to a project. Projects also produce products and they need a process to detect, assess and either authorize or reject changes to the product. Change management for operations detects, assesses and either authorizes or rejects changes to the configuration. This is a subtle distinction. I mentioned in the prior chapter that yellow duckies have a configuration. The project charter is also a configuration item. It is not only a tool used to manage a project; it is also a part of the intellectual property of the company. All of the assets that comprise the entire infrastructure fall under the realm of configuration management for operations.
The documents that Tom wrote to describe how to respond to incidents are configuration items. The documents that Lesley used to get to the root cause of problems fall under the jurisdiction of configuration management. Anything and everything used to manage the infrastructure is a configuration item. Allow me to illustrate.
Relocation is a difficult process for IT. We needed to move our business critical applications from the old data center to a new location. I worked with the business users to document all of the applications that they used and we mapped out a diagram as to which applications needed which servers. Next we carefully documented a list of control reports that we would run before turning off the old servers and then run again once the application was on the new servers. It took months of planning and careful coordination to pick the exact date when we would move each application. Our process was simple.
--
We notified everyone of the move date.
We reminded everyone about the move date.
We locked out everyone except the group that ran the control reports.
Then we locked out everyone.
We moved the data across the network.
We restored the data onto the new server.
We tested the new server.
We allowed the select group of users to verify that their control reports matched.
We then allowed the internal users back onto the system and watched for problems.
And only after the internal users were satisfied would we allow customers back in.
--
Each migration took a lot of planning. Each went well. But we saved the most business critical application for last. Finally the big day arrived. We followed our checklist all the way down to the point where we would have run the control reports on the new system. We could not connect to the new system. Bad things sometimes happen in IT. So, we plan for bad things. All we needed to do was switch back to the old system. We could not connect to the old system either. The service provided by this application was very time sensitive. Any delays in processing would mean lost business. Business came to a halt.
While we had been busy making our change another group was also making a few changes. A well defined configuration management system would have let each group know what the other group was planning. Instead, we had no notification. We saw no emails; no bulletins were posted on the news server. Now we were stuck. Soon incident management started getting customer complaints. Stores were running out of merchandise and could not get into our system to order more stock. Stores were putting up signs in their windows to say there were out of stock. Stores were losing money and they were not happy. We got through this thanks to a lot of heroic effort.
The following week I pulled people into a conference room where I explained that operational change management means that everyone is supposed to work together to detect, assess and either authorize or reject changes. We agreed to a weekly meeting and soon launched a change management process for this company. Lacking a proper configuration management system, I asked everyone to identify the impact each change would have on their part of the infrastructure.
Change management for operations has a name for the committee that meets to review the requests for change. That committee is called a Change Advisory Board (CAB). IT has a variety of interpretations as to how a CAB is supposed to work. In this specific company I pulled together the supervisors for the technical teams and had them decide whether or not each proposed change was or was not acceptable to them. We soon solved the scheduling problem by insisting that only one major change would occur at a time. The technical people in the meeting drilled into the details about each change and critiqued each others' plans. This was effective. We used the configuration management information locked inside the minds of the participants to provide the required linkage between change management and configuration management. For the purpose of comparison to other models, I suggest that we refer to this approach as the Techie CAB.
Linda took responsibility for this process when I rotated out. Linda had been deeply involved with database administration and understood that an hour preventing crises is worth five hours resolving it. Linda liked concerts and when changes went bad it disrupted her plans. You did not want to explain to Linda why your failure to plan led to her inability to see her favorite performance.
I have been to a CAB where the vice presidents of the business units voted on changes. It was interesting to see the VP of Sales trying to decide whether to vote for or against a particular change when he readily admitted he had no idea what the technical document meant. That particular company took the idea of “Authorize or Reject” as something that should be handled by a corporate executive. Since this is a common approach to change management, I suggest we refer to this as the VP CAB.
I have also participated in CABs where we flew through one hundred requests for change in less than an hour. Those CABs realized that the VPs would not participate and sadly could not get the technical leads to participate. Instead this CAB ran via representation. The new person in each department would be stuck with the dreaded meeting. The name I use for this approach is the CAB by representation.
At this point I could step back and ask which you prefer -- the Techie CAB, the VP CAB or the CAB by representation? But here we begin to see the complexity of ITIL. I challenged you to do everything better as a project manager and I know that you can do everything that is expected of a project manager. By choosing restaurants, negotiating with friends and writing papers in school you have already mastered most of the core skills required for project management.
ITIL is more complex. Notice that when I described incident management I named Tom, but when I described problem management I named Lesley. The roles required for ITIL are distinct. The skills that make Tom an excellent incident manager are different from the skills that make Lesley an excellent problem manager. This is one of the key concepts required in order to master ITIL. ITIL is implemented by assigning roles to people. Thus the answer as to who should attend the CAB hinges on how we define that role. And that leads us back to Configuration Management.
Configuration Management
Configuration Management for operations is typically much more complex than is configuration management for projects. Both are responsible for documenting the characteristics of the “product”. If the “product” is an entirely new data center then the domain for operational configuration management and project configuration management will start out the same. Both will focus on installing electrical wiring, network cables, environmental controls, hardware and then software. Both are concerned with which hardware connects to which network. The distinction arises when the project ends. Projects are temporary. Project configuration management ends once the project ends. Operational configuration management continues indefinitely.
If you go to a parts store to buy a new headlight for your car the sales person is likely to find a schematic for your car and look for the headlight part number. That schematic shows the relationship between the different parts in the electrical system. Operational configuration management is focused on documenting the relationships between the electrical system, network infrastructure, servers and software that make up a data center. It is those relationships that give all of this stuff value. Most importantly, it is the ability of your company to “do business” that gives IT a reason to exist. One of the most important relationships that configuration management needs to track is “ownership”. And here is where configuration management gives us an answer to the question about the Techie CAB, the VP CAB and the CAB by representation.
--
The person that should authorize a change is the owner of that item.
--
If a change is so well managed that only the system administrator will ever know it took place, then the system administrator should be allowed to authorize that change. So the Techie CAB is the right approach for small changes. Let the system administrator assess the risk, let peer system administrators validate the risk and then move forward.
However, if this change is going to affect the business then you need to get approval from someone with financial responsibility for that business. So the VP CAB is the right approach for very large changes. Require that the appropriate Vice Presidents understand the risk. Keep the responsibility with the person that has the authority.
And for changes somewhere in between, is the right answer the CAB by representation? I think not. The key is ownership. The owner can be a system administrator, a database administrator, a network administrator or some other technical person. Or the owner can be a business manager -- someone with financial responsibility. Look at it this way. You have possession of an automobile. The bank has a feeling of responsibility for that automobile. You can sell that car as long as the bank is taken care of. Under certain circumstances the bank can sell that car, as long as your rights are protected. But, your cousin cannot sell the car either by representing herself as you or by pretending to represent the bank.
To make change management work you need two levels of control. The technical people need to be responsible for the technical aspects of the change and they need their peers to help them get it right. The business people need to be responsible for the business impact for the change and they cannot abdicate that responsibility nor should IT preempt that responsibility.
Summarizing what we have covered so far:
--
Tom is an expert at documentation so Tom is proficient at Incident Management.
Lesley is charming but relentless so Lesley is proficient at Problem Management.
Linda used the CAB to authorize changes and minimize disruptions to her plans.
--
Configuration Management defines relationships. When configuration management works well there is a champion. Someone that takes pride in ensuring that the data in the configuration management database (CMDB) is well maintained.
Brian understood that every server in our CMDB cost us money. Every network connection required resources. Every server consumed power and produced heat. Brian ran reports on a regular basis and whenever he found an exception, he found an answer. Either someone would pay for that service or he would pull the plug. You need a Brian. Now there are limits to what Brian could do. For example, once upon a time we lost a server.
Well we sort of lost it. What I mean is that we could not find it. It was sort of misplaced. It worked fine. It provided service to the company without fail. But no one knew where it was. We could tell by the network address that it was in one particular part of the building. We knew where it used to be. And we could log onto the system and everything looked fine. But no one knew where it was. If you are like Brian, this bothers you.
Someone did a physical inventory. Everything matched exactly, except one. Network probes were run and every network connection was correct, except one. It was there somewhere. But no one knew where. And then someone remembered the remodeling. New wallboard had been put up in one part of the server room just about the time this server vanished. So he took a chance and cut into the wall. And there it was. The contractor had just pushed this thing out of the way, shoved it up between the two-by-fours and put the new wallboard right over top our lost server. And that is why you need someone like Brian - someone who takes configuration management very serious.
Release Management
Release Management is included in operations, but it is really a window into projects. Projects create bundles of changes call products. Release Management is the tool used by operations to ensure that those bundles are tested and properly packaged before allowing them into production.
Incident, problem, change, configuration and release management belong to the service support side of ITIL. Those disciplines focus on day-to-day operations. The service delivery side of ITIL includes service level, financial, capacity, continuity and availability management. These disciplines are more future oriented.
Service Level Management
Service Level Management is responsible for setting expectations about the quality of service to be delivered to the business during the year. It is closely aligned with Financial Management for IT. Notice again that it is relationships and communication that makes ITIL a strong framework. Incident needs problem to implement permanent solutions to the unexpected things that keep happening. Configuration and change work together to ensure that the infrastructure is properly accounted for and that only authorized changes occur. Service level management is best implemented when the IT organization has a defined financial arrangement with the business it serves.
Financial Management
Financial Management for IT is the discipline in ITIL responsible for the budget, accounting and billing required to run IT. Infrastructure organizations typically begin as a cost center. They consume corporate financial resources and provide services to various business units. As the organization becomes proficient in accounting then the IT organization can begin to balance the income it receives from the business with the expenditures it is making. Once IT begins charging the business units for services it switches from a cost center to a recovery center.
You come home and cook a meal for your family. You are providing a service. When you go to the store to buy more groceries you use the family funds. Now, if you changed the rules and put prices on the dinner menu you could collect money from your family to pay for those groceries. To most this seems silly. You are all part of the same family. Where is the money going to come from to pay for the meals if not from the family funds? This is just creating a needless bookkeeping system for something that was really quite simple. And so the business resists charges for IT services and IT resists doing the accounting to figure out how much a service actually costs.
On the other hand, restaurants do this all the time and no one thinks there is anything odd about it. Restaurants provide a menu of selections and tell you the price for each item. There are restaurants that charge one price for all you can eat. They distribute the entire cost across the entire customer base. IT can do the same. IT can charge each business unit a fixed price based upon the number of employees in that business unit. And, on average this will probably work out. Have you noticed, however, that some people eat a lot more in the “all you can eat” restaurants than they might eat elsewhere? Within IT this can lead to inequities. Some business units consume vast quantities of disk storage while others economize. Charging everyone the same price does nothing to discourage the big consumers and nothing to reward the conscientious consumers.
A mature financial management approach charges business units for the services they consume. This encourages business units to plan wisely and this gives IT money to fund their service. Like a restaurant, an IT organization that provides quality service gets more customers while an IT organization that neglects quality will find its customers looking elsewhere.
Service level management is responsible for measuring the quality of the service, setting the price on the service and being the front end to the “customer”. Again ITIL defines roles for the players in this game. The end users of the service are the employees and contractors working in a company. Those end users focus their communication through the front-end to incident management. ITIL calls that group a “Service Desk”. It is the part of IT responsible for responding to the users' needs. Service level management seldom communicates directly to the end users. Instead service level management communicates with the person that pays for the services. And in ITIL jargon the person that pays the bills is the customer. Following our restaurant analogy, think of service level management as the Maitre D' and think of the service desk as the combination of your waiter, server and bus person.
When service level and financial management have matured the information technology group becomes a service center. IT delivers services to customers and is paid based upon the quality of the service delivered. You contribute to the quality provided by your organization. However, companies also have a corporate culture. Some companies like fast food while others like gourmet dining. Your IT organization will strive to deliver the service requested. And if the business can fund the gourmet menu then IT can deliver. Often, however, the business wants fast food speed and fast food prices but expects gourmet quality. It is service level management's job to be in the middle of this discussion and set appropriate expectations.
Diana was an expert at being in the middle. She represented her company in our meetings and represented our company in her meetings. Together we spent a lot of time on phone calls with customers. As the Maitre D' she was the one the customer would talk to about the burnt steak and soon another steak would appear. The types of steaks we delivered were IT services but the process is very similar. And, like “burnt” steaks the quality of the service actually delivered was subjectively evaluated by both the cook and the customer. The service level manager listens to both the IT organization and to the customer. When in doubt, service level management should side with the customer. A happy customer will come back to buy more services later. At the same time, IT needs to monitor and measure the quality so that IT knows whether or not the steak is burnt.
Capacity Management
Capacity Management supports that effort by collecting data on how fast the systems are delivering the required services. Capacity management also helps regulate the demand. For example, if people head straight for the desert bar, capacity management will report to service level management that desert is being consumed faster than salad. Service level management would then work with financial management to decide if desert costs more to deliver than salad and decide whether to change the pricing structure or to regulate the demand. If the choice is to regulate the demand, then service level management will work with capacity management to enforce a policy that the users of this restaurant can only have one helping of desert.
Within a data center the different types of storage space have different costs. It is cheaper to put a disk drive into a server than it is to share disk space among multiple servers. And within the family of devices that can create a shared disk space there is a range of costs and performance trade-offs.
I once went to a meeting where a senior executive explained this concept. Our company had been giving away too much of the gourmet service. “Going forward we need to justify the choices we make regarding disk storage. Use physically attached storage where feasible. Only use network attached storage when required and avoid using the deluxe storage space except when absolutely essential.” He began to harangue the group and then paused and reached into his pocket. He pulled out his cell phone, looked at the screen and said to the group “I have to take this call”. Oddly, there was no ringing sound. And as close as I was to him I heard no vibrating noise. Strangely the screen was dark when he looked at it and it remained dark as he talked. And then “I have to leave now. You know what to do so make it happen.” The meeting floundered.
Nisi believes in capacity management. In an odd parallel I went to a meeting with Nisi where we heard this vision expressed something like this: “Going forward we need to justify the choices we make regarding disk storage. Use physically attached storage where feasible. Only use network attached storage when required and avoid using the deluxe storage space except when absolutely essential.” The mantra is the same where ever you go. Different companies, different times, different audiences, same message.
The question is not what to do but how to go about doing it. Here Nisi became the embodiment of that vision. She became the champion for this cause. Nisi defined a process for regulating the allocation of new disk space. She knew we could do this. She had buy in from above. She campaigned with her peers to get buy in from middle management. She pushed back where she had to until she achieved buy in from the people doing the work. Her newly defined process gave everyone a clear definition and brought focus to the effort. Then she worked this process. It is a challenging job. Gathering the data on storage allocations while managing new requests is a very time consuming job. Nisi understood capacity management and she made it work.
Continuity Management
Continuity Management is often thought of as being the ITIL discipline responsible for what happens when things stop working. While that is part of continuity management's job, the other role for this discipline is to take steps to ensure things continue to work. Disasters have struck IT ever since IT began. Allegedly the first IT crippling event resulted from a moth getting stuck in the computer -- thus originating the association of computer gulches with “bugs”. Bad things have continued to plague IT ever since.
Planning for the really bad things is very time consuming. Continuity management for operations and risk management for projects share the same process logic. Identify all the things that can go wrong. Assess the probability that this particular bad thing will happen. Assess the impact that this bad thing could have on your operations. Then focus on those events that have the highest impact and the greatest probability.
Franklyn learned about impact based upon prior failures with our backup power supply. He learned that the probability of multiple bad things happening was a lot greater than you would think. Franklyn understood that one of the most important tasks for continuity management is to prevent the disaster from happening. Before work would begin on one backup generator another would be in place. Before one power supply was turned off another would already be online. Caution and an almost paranoid perception that these systems are out to get you are prerequisites for a good continuity manager. Franklyn was an expert. We knew he was an expert because we never executed our continuity plan.
This is where businesses misunderstand the investment in continuity management. Data center bombings in the 1970s contributed to the creation of an industry specializing in planning for data center disasters. Then we forgot. The 9/11 incident woke companies up again. Soon we will forget again. While those incidents are fresh in corporate memory vast sums are spent in anticipation of disasters that never happen. Later companies look at those budgets and cut the funds because they have forgotten. But continuity management is not only about doing something when the disaster strikes, it is also about planning so that you minimize the risk of the disaster occurring and you minimize the impact should bad things happen. Franklyn understood that preventing small occurrences of bad things was what made continuity management look easy.
Availability Management
Availability Management is closely aligned with continuity management. Availability management plans services so there is a high probability that the service will be there when the business needs it. When done within one physical space this planning falls into the realm of availability management. As the size of the event gets bigger or the geographic realm is enlarged then continuity management should assist.
Eric understood that availability management needs to be made visible in real time. He worked to provide one customer with almost instantaneous updates on the status of their infrastructure. Then he worked to create an executive dashboard for another customer. The dashboard was just a simple collection of traffic lights. Red is bad -- production has stopped. Yellow is also bad -- performance has degraded. Green is good. Availability management, like continuity management, should plan and execute in the background. But availability management needs to be a tool shared by everyone. Availability management needs to provide near real time status on the performance of key applications.
Let's recap once more.
--
Incident management responds quickly to interruptions or degradations.
Problem management methodically searches for the underlying cause.
Change management authorizes or rejects requests for change.
Configuration management documents the dependencies between components.
Release management packages and validates bundles of change.
Service level management communicates expectations to the customer.
The service desk is the communications center that the users work with.
Financial management for IT does the budgeting, accounting and pricing.
Capacity management plans capacity, manages demand and reports on usage.
Continuity management plans for large disruptions and tries to prevent them.
Availability management plans for small disruptions and tries to prevent them.
These are the ten disciplines and one function (service desk) in the current version of ITIL best practices. There are two additions likely in the next release -- service requests and security management.
--
Service Requests
Service Requests are requests for a predefined service. When you place an order in a restaurant you are making a service request. When you report a fly in your soup, you are reporting an incident. Both service requests and incidents are reported by the users to the service desk. Typical service requests within IT are orders for new systems, additional capacity or just more of the same. The service request comes into the service desk. If the request is something that the service desk is already authorized to deliver then the service desk takes care of the service request. Otherwise the service desk needs to hand the request off to the appropriate ITIL department for processing. Refilling your coffee cup is handled by your server. Ordering your meal requires a hand-off from the waiter to the kitchen. But once that meal has been prepared it is again the duty of the service desk to deliver the requested service to the consumer.
Security Management
Security Management is sprinkled throughout the current version of the ITIL guides but full coverage is in a separate guide. The new release should integrate security management into the service support and service delivery guides. The best analogy I can come up with on this is that it is rather like the increased focus we now see on air travel security. Previously security was handled on the ground or by specialists. Because of recent incidents security now permeates all aspects of air travel. Computer systems are also under attack with many systems hijacked every day. In response IT security has risen in prominence and must become ingrained into daily activities.
We have now covered the ITIL aspects of operations. ITIL is a very broad approach to the organizational structure for information technology. ITIL requires specialists who focus on their aspect of ITIL. It also requires a focused effort on communication between the people designated for the various ITIL roles. When I teach these classes I take along my props to help the class see how these roles need to work together. While I like rubber duckies for project management, I prefer plastic building blocks when I teach ITIL.
Plastic Building Blocks
Plastic building blocks are a common item you can buy in most toy stores. They come with a variety of configuration characteristics. Some are square, some are rectangular. They generally come in a couple different heights. They have bumps on one side and dimples on the other so that they lock together. You can build almost anything with these blocks. I have even seen an entire amusement park built with them. The beautiful thing about these blocks is that their configurations are complex and they can be joined together in relationships to make complex constructs. When I bring along my plastic building blocks we play an ITIL game. Here is how it goes.
The customer wants to build small structures from our plastic building blocks. Remember how the construction industry has well defined processes for building structures. And remember how I contrasted that with the loose processes often used by IT for projects. In this case we are now going to look at how operations handle a type of request that is common in the construction industry.
In project management parlance the “customer” is known as a sponsor. The sponsor begins the project and authorizes a project charter. In ITIL jargon the customer is the person that pays for the services. Thus it is the customer that initiates the delivery of a service by communicating with service level management. If you want to play along, then you need to pick one person to be the customer. The customer is often demanding because they pay a lot of money and expect quality as a result.
Then you need to pick one person to be the service level manager. Remember Diana. She has a lot of patience and is very good at negotiating with both the customer and the recalcitrant parts of IT. She is an excellent communicator and spends a lot of time listening to complaints from the customer and reminding the customer about how much IT wants to meet their expectations. But she can also push back when the customer is out of line. Have you picked your service level manager?
The customer manages the users of these services. Typically there are a lot of users and they work together. The customer sets the goals for the users and then the users build the product or service that the customer requests. Note again that this is repetitious. Building the same product over and over again is operations, not project management. The customer should pick a couple key users and set up a meeting. The products we are going to manufacture are small structures built from plastic building blocks. The structure needs to have a door and a window and it needs to have a roof that is sloped. Go ahead and pick a couple people to be the leaders of the user community.
The users communicate with the customer and with the service desk. Remember Tom. Tom plans ahead. All service requests and all incident reports go to the service desk. Someone needs to play the role of the service desk manager. The key assignment for this person now is to plan the process for accepting the service request from the users. The users will need to place a service request with the service desk to request the raw materials they need to build their structures. Be sure you understand this concept. The business manufactures small structures built from plastic building blocks. IT provides a service to the business, but IT does not build those structures.
How can you create a repeatable process for these service requests? As a hint, remember that Tom likes documentation. Pick someone now to be the manager of the service desk.
Capacity Management is responsible for providing the infrastructure required to deliver the requested services. At this point in the game I ask for a volunteer to be the capacity manager. Remember Nisi. Nisi insists each request must be properly documented. Since these requests are coming from the service desk the capacity manager is going to need to work with the service desk to help define this service request process.
Once I have a volunteer, I then hand that volunteer my bucket of plastic building blocks. But, before the capacity manager gets too possessive with those plastic building blocks it is important for the configuration items to be properly documented. Remember Brian. Brian does not like to give away free services. So each delivery against a service request is going to need to be validated by configuration management. Configuration management is also going to be concerned about the proper handling of these blocks. We do not want to lose any of our plastic building blocks.
Does this illustration help you understand the concept of roles? ITIL is all about roles and communication.
Notice the channels of communication we have defined so far.
--
The customer talks to the users and to service level management.
The users talk to the customer and to the service desk.
Capacity management talks to the service desk and to configuration management.
--
Also notice some of the missing channels. The customer, for example, should not talk to capacity management or configuration management. This simplifies the communication channels. Without these well defined roles the communication between twelve separate teams would result in a mishmash of confusion.
Quickly now, we need a couple more volunteers. We need two people to support this operation. We need a problem manager for the service desk to escalate to if there are repeated incidents in the delivery of service. Remember that the problem manager should be kind, but persistent. If an incident happens twice then a process correction must be made so there is no third mistake.
And we need an availability manager to monitor progress and report any degradation in service delivery. To a user waiting for their plastic building blocks the process is broken if they have to wait longer than the agreed upon time for delivery. Availability management should monitor this process constantly and report results to the service level manager as soon as it appears that the delivery time might be exceeded.
For this illustration we will skip change management, release management, financial management and continuity management. Security management, however, has an important role. I have seen occasions when the users take it upon themselves to go and acquire plastic building blocks. Security management must ensure that the users do not bypass the service desk. Similarly, security management needs to ensure that the service desk does not pilfer plastic building blocks in an attempt to appease their users. Security management needs to ensure that everyone follows the defined processes. So we need to pick a volunteer to act as the security manager. You know the type, a typical bouncer from a club in the rough part of town.
Now if anyone still does not have a role, then they should double up with one of the teams. For example, the service desk roles of incident manager and service request manager can be split out from under the service desk manager role. Or, the customer can hire more teams and set up parallel assembly processes.
Finally, we need to define one more vital role. The ITIL Service Manager is the arbitrator of process. It is the responsibility of the ITIL Service Manager to supervise the relationships between the ITIL processes and ensure that each is staying within their defined bounds. This is not about security; this is about how the processes are aligned. For example, if the service desk and the capacity manager cannot agree upon the service request document then they should appeal to the ITIL Service Manager. Typically I take this role. However, since I am not there, you need to pick someone to act as the parliamentarian. This person should be familiar with ITIL and know how the roles are meant to work together.
And then, I start the clock. Fifteen minutes for all of the teams to meet with their counterparts and document how they will interact with each other. And then, depending upon the size of the group (7 works, 50 is tough), I allow somewhere between 15 and 30 minutes to execute the processes and build the structures.
When the exercise is over, I spend another fifteen to thirty minutes doing a debriefing. What worked? What failed? Then I ask if this exercise helped everyone understand how ITIL is built upon roles, relationships and communication? Did it help you? Be prepare with your answers and expect a few skeptics. But, try to let the students do the talking. When they tell you what they learned, then they have cemented that knowledge into their tool kit.
It is just that simple.
Start small, just pick a couple key processes and get them working. I recommend starting with problem management and change management. Designate a project manager as the problem manager and designate a diligent administrator to take on change management.
Then try to add configuration management onto the change manager's role. This is going to take a lot of time and it will require that you buy or build a database to track all of the configuration items -- a CMDB.
Everyone already has incident management in one form or another. Formalize it and link it to service requests and then put them together under a service desk.
All of that is achievable in most organizations in about one year.
In the mean time look at what you already have for availability, capacity and continuity management and formalize those roles. Assign specific responsibilities and start gathering statistics about the performance of the systems and the business applications.
Once those statistics begin to accumulate it will be possible to look at how to improve upon financial management and how to formally document service level management.
Security management should already exist somewhere within the organization. Now is the time to bring it into the ITIL portfolio.
And finally bring release management into the framework.
This second phase might take another year to stabilize. Have patience. Examine the following list of issues uncovered in this chapter. It is going to take time to address all of these concerns.
--
Projects upset the consistency of operations.
Incident management has to deal with unexpected events.
Incident management specialists require extensive training.
Incident management documentation takes effort to create and maintain.
Incident management is chaotic unless it is properly planned.
Incident management does not resolve the root cause of the underlying problem.
Incidents can cause the business to lose money.
Problems can cause the business to lose money.
Problem management is as complex as project management.
Problem management is difficult.
Problems are not always resolved permanently.
Few companies do both incident and problem management well.
Most companies do not do both incident and problem management well.
Some companies ignore problems.
Incident and problem management rely on each other.
Change and configuration management rely on each other.
Operational change management is different from project change management.
Operational configuration management is different from project configuration management.
Configuration management struggles with a constantly changing IT configuration.
Configuration management’s responsibility for documentation is not always clear.
IT configurations are complex.
Planning a change can be complex.
Bad things happen unexpectedly in IT.
Planning for the unexpected is not always successful.
Changes often conflict with other changes.
Changes are not always properly assessed.
Changes are not always properly communicated.
Without tools we need to rely on the knowledge in people’s heads.
Change scheduling and change sequencing can be difficult.
Failing to plan can have adverse consequences.
Change Advisory Boards can be ineffectual.
Change Advisory Boards sometimes lack understanding of the business needs.
Change Advisory Boards sometimes lack understanding of the technical issues.
Change Advisory Boards do not always have the right people attending.
Change management can become a bureaucracy.
Change management responsibility must scale to fit the need.
Changes must be tested.
Configuration management is more complex for operations than it is for projects.
Configuration management must identify ownership and this is often difficult.
Configuration management requires continual maintenance.
Configuration components are sometimes lost.
Configuration verification may require an expensive physical audit.
Service level management relies on financial management.
Service level management struggles to mediate between IT and the business.
Corporate culture sometimes sets unreasonable expectations for IT services.
The perception of service quality is subjective.
IT does not always agree with the business regarding the quality of service delivered.
Capacity, availability and continuity management rely on each other.
Financial expertise is required for IT to progress past the cost center model.
Financial accounting for charging is complex.
Financial accounting for charging is often resisted by IT.
Financial accounting for charging is often resisted by the business.
Some business units use a disproportional volume of IT services.
Cost center charging does not discourage excessive usage of IT services.
Cost center charging does not reward conscientious usage of IT services.
Capacity management needs to define objective standards to replace the subjective.
Capacity management is often asked to regulate demand from the business.
Disasters can impact IT.
Continuity planning is expensive.
Risk management tends to ignore low probability and low impact risk events.
Continuity planning is often ignored when disasters do not occur.
Security management is struggling to keep up with ever growing threats.
ITIL is very complex.
ITIL roles need to be aligned with the skills and personalities of the people.
ITIL roles require hard work to be successful.
ITIL roles require communication and cooperation.
ITIL and the ITIL roles can seem convoluted.
ITIL requires defined policies and procedures.
ITIL requires specialization.
Executive management sometimes avoids difficult decisions.
--
Yes there are a lot of things that can go wrong. So you need to plan. Even so, you can do this!
Look at what you already have and then start training your team. Assign roles and provide guidance. Use the ITIL framework to set the rules for this game. And then let the players communicate and make it work.
Remember, it starts with the vision, a champion, and an assessment of what is possible. Get buy-in from above, from your peers and from the people doing the work. Focus and thereafter all it takes is hard work. Organize that work like a project. Create a charter and a schedule and a project plan. Document your discussions through agendas and minutes. And use project change and configuration management to run the project and operational change and configuration management to manage the infrastructure.
You can do this!
*****
The concept of “Governance” is new -- again. Today governance means Sarbanes-Oxley compliance. A few years ago governance was justification for a Project Management Office (PMO). Before that it was auditing. One style comes in vogue, another falls out of favor but the need is always there. Consider the parable in Luke 16:1-8.
“The Jesus said to the disciples, ‘There was a rich man who had a manager, and charges were brought to him that this man was squandering his property. So he summoned him and said to him, “What is this that I hear about you? Give me an accounting of your management, because you cannot be my manager any longer.” Then the manager said to himself, “What will I do, now that my master is taking the position away from me? I am not strong enough to dig, and I am ashamed to beg. I have decided what to do so that, when I am dismissed as manager, people may welcome me into their homes.” So summoning his master's debtors one by one, he asked the first, “How much do you owe my master?” He answered, “A hundred jugs of olive oil.” He said to him, “Take your bill, sit down quickly and make it fifty.” The he asked another, “And how much do you owe?” He replied, “A hundred containers of wheat.” He said to him, “Take your bill and make it eighty.” And his master commended the dishonest manager because he acted shrewdly; for the children of this age are more shrewd in dealing with their own generation than are the children of light.’” (4.1)
This is a bizarre parable. Religions emphasize honesty and discredit skullduggery. This parable implies that people deceive and look after their own interest. While the corrupt manager in this parable is an exaggeration, we all do it. I act more favorably towards those that agree with me than to those who disagree. My favored projects get better resources than do projects I am skeptical about. Being conscientious I try to compensate for those biases but I am blind to my own foibles.
We need help to act faithfully. Religion teaches that we are accountable to God. The Sarbanes-Oxley Act delegates that authority to auditors. Now if you knew my auditor friends you would understand that the line of demarcation from deity to auditor is often subtle. But recognizing their own foibles auditors turn to standards. CobiT (4.2) is a standard to guide IT auditors away from their own biases so they can search for mine. It is beautifully written. The introduction clearly defines the purpose. Each process is consistently and accurately defined.
This standard is “... business-focused, process-oriented, controls-based and measurement driven.” In the first part of this chapter we will look at those aspects and then use induction to decide what IT governance is and how it integrates with Vision, Projects and Operations. After that we will delve deeper into the structure of CobiT.
Business-Focused
Business-focused IT management means that the objectives IT managers should focus on are those objectives that align with the needs of the business. If we go back to the parable from Luke 16 we see there is a dichotomy. A manager should strive to please his or her manager. Clearly this parable highlights the wickedness of striving to please the business partners at the expense of the IT executives. And yet, look at how the parable turns out. If an IT manager keeps the business executives happy, then the IT executives can do little besides praise that manager for acting shrewdly. While this makes for bizarre ethics, it is shrewd business tactics -- two wrongs turn into a right.
If the business funds IT, but IT ignores the business this is wrong. If an IT manager ignores IT directives and focuses on the business need, then this is also wrong. But the end result turns our right. Allow me to illustrate.
In the chapter about Vision I introduced a story about Cinco de Mayo. Later, in the chapter on Projects, I described my use of meeting minutes to defuse an attempt to have one manager fired. The animosity between the IT departments in that organization was deep. One department followed IT executives diligently. The other group aligned with the business executives and flaunted their disrespect for IT management. Their consistent prioritization of business needs over IT directives gave them such immunity that they could revolt, demand the resignation of an IT executive and live to tell the tale.
Do you see how twisted the logic becomes? It would be simpler if the IT executives aligned themselves with the business need. In most companies that is difficult. Kingdoms and principalities become self-serving. Divisions arise and the wrongs are so twisted that somehow things seem right. Fixing this requires intervention. The intervention technique in vogue today is called governance.
Kendall and Rollins note that one of the key goals for a PMO is to align IT projects with the business objectives (4.3). The PMBOK describes “project selection methods” and implies that projects should be selected because they will serve the business (4-4). As Kendall and Rollins note, however, projects often continue long after the need has vanished. Like a ghost ship condemned to sail forever, projects continue with no cargo and no destination. The PMBOK implies we should free the souls of those lost project teams by requiring periodic project reviews. Good projects continue along and the ghost ships are sent to their final judgment. These are excellent recommendations. Today, however, many companies have been inoculated against a PMO. They saw it. It was too weak to solve the problem yet strong enough to trigger immunization. Many companies are now resistant to further infestations of “PMO”.
Instead, we try ITIL. ITIL is filled with suggestions on how to deal with IT drift (4-5). Every discipline of ITIL is sprinkled with reminders that IT must focus on the business needs. The Service Desk is specifically charged with responsibility for the users while Service Level Management is continually communicating with the business executives. This works. But, like the parable notes we tend to serve our own interest first. Service Level Management often “turns native” -- meaning that the Service Level Manager becomes so closely aligned with the business that he or she is no longer considered an IT insider. Walls go up and IT starts to drift. The Service Level Manager is ignored as being another “ignorant” business user. And the cycle perpetuates.
It requires an impartial third-party to set this right. CobiT provides a framework to test the alignment of IT with the business. Auditing provides the technique.
Process Orientated
Process-orientation is an essential component in metrics, project management, operations and governance. All four of those best practices describe the need for written procedures, the need for consistency and the need for continual improvement. All four owe gratitude to the Shewhart-Deming cycle, shown below (4.6).

This cycle was devised in the 1930s to illustrate improvements in manufacturing. The concept is that you first Plan the improvement. You Do -- you implement the improvement. Check to see if the improvement was successful. Act to either make the improvement permanent or retract the change. Then Plan again.
Deming later emphasized analysis by changing “Check” to “Study” (4.7). By then, however, PDCA had a life of its own. The PMBOK includes PDCA in the introductory material (4-8). ITIL includes PDCA in both Best Practices guides (4-9) and notes that PDCA is a business alignment tool. CobiT does not mention Deming or PDCA, and yet, the lineage continues. The guide is divided into four sections: plan and organize, acquire and implement, monitor and evaluate, and deliver and support. There is also a parallel structure in the introductory material labeled “Compare”, “Process”, “Control Information” and “Act” and then CobiT extends this cycle by adding a fifth element -- “Norms, Standards, (and) Objectives” (4-10).
In my opinion, CobiT here highlights the external drivers that motivate change. Now return to my model for aligning the IT processes of governance, projects, customer satisfaction and operations. The similarities with PDCA seem clear. And, the addition of a fifth element to trigger change would seem to align well with CobiT.


Objectives are defined through vision. Planning occurs and the vision becomes a strategy. Governance is the division of IT responsible for partitioning the work to implement that strategy. Doing is why projects exist. Projects implement change. Checking is done through metrics. Metrics are used to assess the effectiveness of governance, projects, operations and customer satisfaction. Action occurs within operations. Changes are tested, assessed and either made permanent or discarded.
Now return to the parable from Luke. The owner created a vision of change -- the corrupt manager was going to be removed from his position of authority. The corrupt manager lingered for a time and retained governance over the owner's property. A project was conceived and executed to change the status quo. Customer satisfaction was achieved. Then operations resumed normalcy and the owner acknowledged the project's success. The cycle executed successfully, but the power of a parable is that it causes us to think and rethink. It does not seem right for the corrupt manager to manipulate the situation for his own benefit. And thus, we enter into a cycle of questioning and rehashing. A parable works because it continues to baffle us. Do you now see that PDCA is not a quick-fix technique? PDCA, like a parable, is an infinite loop.
Controls-Based Management
Controls-based management is exactly what the Sarbanes-Oxley initiative requires. CobiT contains a comprehensive list of IT control objectives. A control objective is a goal that is tested during an audit. For example, Control Objective DS5-3 states that “All users (internal, external and temporary) and their activity on IT systems (business applications, system operations, development and maintenance) should be uniquely identifiable” (4-11). The Vision is to achieve accountability on changes to both systems and data.
Without this accountability users have “deniability”. Funds get transferred to an offshore bank and everyone denies involvement. A change to the infrastructure brings down a critical business service and everyone denies making the change. Accountability requires that this control objective be met.
Governance takes this vision, tests for compliance and identifies the gaps.
Next a project is spawned to address non-compliance. The project objective is to ensure that every user of every IT service uses their own unique identifier when changing data or services. No one is allowed to login as an anonymous user and users are not allowed to share passwords. If you want to execute this project you need a project charter, a project manager, a project schedule and some supporting documents. If you remember we earlier identified Lesley as a project manager with the skill to persist through difficult projects without causing excessive unrest in the IT community. She was the ideal project manager for this initiative.
One of Lesley's first objectives was to gain consensus on the metrics. Agreement was reached that the auditing department would test the success of this project by examining the system logs. The desired metric was zero non-compliance. Every document that described how to provide service was reviewed and every reference to a shared login account was changed to state that each user must have their own individual login account. Like a cat whose tail had been pounced upon, operations was in an uproar. But the change was implemented. Lesley planned the schedule to minimize the disruption to the business. And operations soon found a new status quo.
The CobiT control objective provided an externally validated benchmark. Governance partitioned the work. Project management executed. Measurements were taken before and after. Operations was tossed about and then operations resumed complacency.
Or consider another example. A small company provides services to the banking industry. Rather than each bank performing the same audit the American Institute of Certified Public Accountants (AICPA) publishes a guideline known as “Statement of Accounting Standards No. 70” (SAS 70) (4-12).
Our corporate vision was to continue doing business with the banking industry. The vision was defined at the highest level of the corporation. The vision was transferred to our senior vice president and he embodied the vision. I ran the PMO. He came to me one day and eloquently stated the case. “We need the revenue. Fix it.” As the person responsible for governance I partitioned the work and launched a series of projects.
Tom, our incident manager, managed the project to update the documents used by our service desk. I assessed compliance by collecting metrics and by performing periodic spot checks. We made the required changes to the documents, trained the staff and operations resumed normalcy. The new norm was now a best practice that exceed where we were before the change.
Brian then reviewed the documents on configuration and change management and made the required updates. I assessed compliance through metrics and through inspections. We trained the analysts, upgraded the standard and re-established operations.
Do you see the cycle? Vision, Governance, Project and Measurement all resulting in an upgrade to Operations. Vision, plan, do, check and act. In each instance we succeeded because the vision was packaged as a clearly defined set of control objectives. CobiT, SAS 70, ITIL, the PMBOK and Six Sigma all provide externally defined guidelines. If you follow those standards then the boundaries for each fiefdom can be wisely defined. Each of those standards provides external guidance to allow for the detection of corruption and suppression of revolts. Using an externally defined standard can help untwist the bizarre logic that results in wrongs becoming right.
Measurements Driven
Measurements-driven means making intelligent use of metrics. One of the key metrics embedded in CobiT is the maturity model. The application of a process improvement rating for IT was first formalized through the Capability Maturity Model developed at Carnegie Mellon University (4.13). CobiT marries control objectives with maturity assessments (4.14). PMI offers a maturity model for project management called the Organizational Project Management Maturity Model (OPM3) (4.15). Various vendors sell maturity assessment services for ITIL. All of these frameworks provide external benchmarks to assess how well your organization follows best practices.
The CobiT scale begins with Level 0 -- labeled “non-existent.” You see your desktop support person passing in the hallway and you call her over. You ask her to install a few more applications onto your system and she does. No one makes any notes. No signatures are required. This is all quite efficient. And then the accountants try to explain to the software vendor why you are running three thousand copies of this really expensive application when you only licensed thirty. Yes, creating and enforcing processes take time and cost money. But not having processes takes more time and costs more money.
Level 1 is called “initial”. When a company exhibits this type of behavior there are smatterings of processes. For example, my desktop support person might tell me that she cannot install that software unless I fill out the required paperwork. But, I might be able to get the person that fills in when she goes on vacation to install that software plus a few extra packages without going through all that annoying paperwork. The nice thing about Level 1 is that when you ask people they will assure you that there are processes. The bad thing about Level 1 is that very few people actually use those processes.
Level 2 is better. This level is called “repeatable”. Everyone in the same organization follows the same process. No matter how many desktop people I ask I cannot get anyone in this building to install that software. As an auditor, I am happy about this. So I pack my laptop and go to the adjoining building for a meeting. I describe the repeatability of our process and then poll the other managers in the room. To my surprise their process allows managers to have extra software if they install it themselves. While my process is repeatable within my building, our processes are inconsistent between buildings.
Level 3 solves that problem. Processes in Level 3 are “Defined”. Governance has taken hold and the policies and procedures for this company are centrally aligned. Level 3 implies consistency. I once went into a company with the specific assignment of improving their implementation of governance. I ran an assessment and the consensus was that this company rated just a little under Level 2. We worked frantically for ninety days and raised their rating to 2.8. This was a fantastic accomplishment. We achieved repeatability and were on the edge of obtaining consistency across the organization. As a consultant, my work was a success. Being curious, however, I asked what motivated this frantic effort. Previously I had been told that this company urgently needed governance. Well now they had it. So again I asked “Why?” “We are several months late in shipping our new software.” Nothing we had implemented would alter that ship date. Having processes defined and communicated and achieving consistency throughout the organization does not mean that your business will receive any benefit.
When you see bureaucracy portrayed in a movie you are probably looking at Level 3. “Waiter! I need a pitcher of water!” “I am sorry sir, but the pitcher of water is not on the menu. Would you like a bottle of Evian instead?” “Waiter!! Hurry!! I need a pitcher of water!!” “I am sorry sir but the pitcher of water is not on the menu. Would you prefer a glass of wine with your meal?” “Waiter!!! The drapes are on fire!!! Get some water!!!!” Having your governance defined to the nth degree does not mean you are doing the right thing.
Level 4 can help assess whether or not you are successful at what you set out to do. CobiT calls Level 4 “Managed”. The processes are defined. They have been communicated. And there is consistency throughout the organization. Next you measure the results. Is the process producing the desired results? Is the process efficient? Is it effective? And then you are ready for Level 5.
Level 5 -- called “Optimized” -- means that you assess those processes on a regular basis and tweak them as required. Incremental improvements on an ongoing basis become a repeatable pattern. The Japanese word for a lifestyle of continuous improvement is Kaizen (4.16). American business dropped the connection with lifestyle and simply labels anything that implements gradual change as a “continuous improvement process” (CIP).
Now let's go back and see how Tom and Brian are doing.
When we last saw Tom and Brian they were busy preparing for their SAS 70 review. Each was working to update their policies and procedures. Each achieved consistency within their own departments. What maturity level have you achieved when your processes are documented and used consistently within your department?
Tom and Brian then spent time working with our office in Ireland. Both achieved success at disseminating a consistent set of policies and procedures that were shared between locations. So we are now moving from Level 2 to Level 3.
Next both worked with our teams in India. Tom moved one of his supervisors from the USA to India and achieved consistency in all three locations. Brian did not have anyone he could relinquish and he had no one in India to take responsibility. He achieved a lot, but never could get consistency in all three locations. What maturity level would you assign to Tom's effort? What maturity level would you assign to Brian's effort? What would you do next to move from somewhere around Level 3 to somewhere around Level 4?
Is governance beginning to make sense? It can appear in many guises. Kendall and Rollins describe four types of governance structures: “Repository”, “Coaching”, “Enterprise” and “Deliver Value Now” (4.17).
I alluded to the Enterprise model earlier when I described the PMO that implemented ITIL while remaining aloof. This model is sometimes referred to as the watch tower or guard tower model. The PMO separates itself from the inmates, keeps tabs on them and reports upward. The advantage of this model is that it has the ear of executive management. The disadvantage is that it adds no perceived value to anyone else.
In my opinion, the Enterprise Model comes in two flavors. Traditionally the Enterprise model focuses on projects. I think it is important to recognize that auditing is a variation on the Enterprise model. The dreaded countdown to Y2K, for example, led executives to shift compliance responsibility to a PMO. Later the roll-out of Sarbanes-Oxley led many PMOs to absorb auditing responsibilities. While this flavor behaves like the Enterprise model, the skill sets are different. The Enterprise model typically monitors projects. The Auditing model is focused on process and procedures. Rather than checking schedules this team focuses on compliance.
The Coaching model is my preferred style. My goal is to put myself out of a job by training everyone else. My teams love the coaching model. When we simultaneously took on all ten ITIL disciplines my team enjoyed the opportunity and the safety net this model creates. The disadvantage of this model is that no one outside the team sees what the coach does. When a running back sets a new record does the specialty coach appear on the podium? The head coach might share the limelight, but no one acknowledges the coach that taught this player the moves he makes. That is the danger of the coaching model -- the coach is so unnoticed that the coach becomes expendable.
The third model is the “Repository” model. Basically this team administrators the tools that manage the project and product portfolios. They generally hide behind a curtain rather like the humbug from the Wizard of Oz (4.18). They might, on occasion, pop out, conduct a training class and then run back to safety. Or they might nail you with an email listing the four typing mistakes found in the quarterly review of your project documents. The effect is like a searchlight. Periodic sweeps that blind followed by perilous darkness. During the darkness this team might be coaching or perhaps they are guarding, but no one knows for sure.
Kendall and Rollins' fourth model is described as a PMO that incorporates all of these models at the appropriate time. The PMO has to continually reshape itself. Throughout history business tends to step on government's toes. Then government creates a new ream of legislation and business adapts. Again business learns a new dance step. Government re-exerts authority and again resumes the lead in this dance. Each turn on the dance floor takes years to complete. So in any given month the PMO might only perform one dance or maybe two. And the dance style adopted by the PMO will reflect the personality of the manager in charge. Few of us are flexible enough to coordinate all of these styles simultaneously. Instead we focus on the pressing needs. Ideally we morph the governance effort to align with the business need.
For example, the 1980s Savings and Loan scandals in the USA lead to the Treadway Commission and a standard called COSO (4.19). Key concepts in COSO influenced CobiT. Ten years later recommendations from COSO influenced the Sarbanes-Oxley (SOX) legislation. One series of scandals led to quick fix legislation and deep thoughts. The next set of scandals created the motivation to transform deep thoughts into legislation. Holes were plugged. Issues were clarified. And the meaning of “governance” shifted from that of “managing the project portfolio” to “ensuring SOX compliance”. “Deliver Value Now” means the PMO must shift and maximize the efforts on current needs.
So what is governance? Governance includes the enterprise PMO watching the inmates and reporting to executive management. It includes the coaching model until coaching goes out of vogue. Then it includes coaching again when the executives sign a new coach to pull the team out of a slump. It includes the tool repository and those administrators that hide behind the curtain. It includes the auditors to deal with the crises de jure such as ensuring that your SOX match. It is the process that takes the vision for what needs to be accomplished and divides that work into manageable assignments. It is all of those roles. And the end result is that this is a lot of work with a lot of scope and there is seldom enough staff to get it all done.
And that gets us back to the need for a standard like CobiT. CobiT incorporates high-level control objectives to give vision to the effort. CobiT includes detailed control objectives to focus the effort. CobiT includes management guidelines to explain why and recommended lists of metrics to help measure success. CobiT also incorporates maturity guidelines to nurture and set direction.
In the remainder of this chapter I will explore CobiT by drilling into four specific processes. I have sequenced those processes to better align with PDCA. In my description of each I will try to avoid the wrath of copyright regulations by sampling each process. My intent is to whet your appetite and encourage you to go buy a copy of this standard. It is a well organized document.
Plan and Organize
Plan and Organize includes the processes that align with the Plan part of PDCA. Rather than elaborate on each of the processes within this group I will pick one representative sample. The one that best exemplifies the strategic importance of planning is “PO1 Define a Strategic IT Plan” (4.20).
Each CobiT process follows a beautifully consistent format. The High-Level Control Objectives are defined as cascading statements of
--
Control over the IT process of...
that satisfies the business requirement for IT of...
by focusing on...
is achieved by...
and is measured by.....
--
The control objective for PO1 is to “define a strategic IT plan”. The purpose for doing this is to help IT meet the business need by “sustaining or extending the business strategy.....” To satisfy this need IT must focus on translating “...business requirements into service offerings.....” The best practices that will help IT with this work include: 1) “Engaging with business and senior management...”, 2) “Understanding current IT capabilities” and 3) prioritizing the work. The measures to assess progress include 1) the “percentage of IT objectives... that support the strategic business plan”, 2) the percentage of the projects in the IT portfolio that align with the IT tactical plans and 3) “Delays between updates of (the) IT strategic plan and update of IT tactical plans”.
This format provides a massive amount of information in a very concise package.
First, the business should have a broad strategic plan spanning multiple years. This plan should be dynamic enough to respond to changes in the environment yet stable enough to minimize thrashing.
Second, it implies that every IT organization should have a broad strategic plan. This plan should outline the priorities for the entire organization at least one year and preferable three to five years in advance.
Third, IT needs tactical plans that describe how the work will be partitioned in order to achieve the goals set in the strategic plan.
Fourth, every change to the business plan needs to cascade down through the IT strategic and IT tactical plans so that IT is always aligned with the business. The ghost ships must be tracked down and scuttled. New ships need to be launched to respond to new needs. The entire operation is supposed to work like a band marching in formation and not like a herd of cats charging down an alleyway.
Fifth, IT is to assist the business by packaging “services”. When you choose a cell phone you pick a service plan to go with the phone. You do not ask for the names and locations of each cell tower, only the geographic coverage. The business should not be expected to specify how much disk space it will require or how many web servers it will need. Instead the business will request a financial application to process vendor payments. IT needs to bundle the disk storage, web servers, network bandwidth and everything else into a simple service offering that is just as easy to choose as a cell phone.
Sixth, there must be clearly defined communication to ensure that IT and the business stay synchronized.
Seventh, there must be measurement and reporting to ensure that the process is effective and efficient.
The beauty of CobiT is that the standard says all this and more in fewer words than it took me to explain it. Each word in that standard is precise and intentional. That same precision carries down from the high-level to the detailed control objectives. For example, there are six detailed control objectives under PO1.
--
PO1.1 IT Value Management
PO1.2 Business-IT Alignment
PO1.3 Assessment of Current Performance
PO1.4 IT Strategic Plan
PO1.5 IT Tactical Plan
PO1.6 IT Portfolio Management
--
Each detailed control objective is concisely defined with a few sentences. Each exemplifies some aspect of governance. For example PO1.3 is described as “Assess the performance of the existing plans and information systems in terms of contribution to business objectives, functionality, stability, complexity, costs, strengths and weaknesses.” Quite a challenging list. And thus CobiT, like ITIL is best implemented in small doses.
For example, when Tom and Brian were reviewing their documents and coordinating the efforts in Irvine, Ireland and India they focused on those specific control objects that impacted the repeatability and consistency of their processes. On the other hand, part of my job was to ensure that there was evidence that our PMO was managing the portfolio and assessing performance. We did not have the staff or time to move beyond an effort to solidify Level 3. Nor did we have the resources to do more than two of out of the six detailed control objectives under this one high level control objective. Yes, the company would have performed better if we had been able to get a well documented business strategy and then align an IT strategy with that business plan. But that was beyond the capabilities of that organization at that time.
Acquire and Implement
Acquire and Implement aligns relatively well with the “Do” step in PDCA. One of the most important control objectives in this group is “A16 Manage Change” (4.21). Change here means both the types of changes that operations does to the infrastructure and the types of changes that projects implement for operations. The detailed control objectives under A16 are:
--
A16.1 Changes Standards and Procedures
A16.2 Impact Assessment, Prioritization and Authorization
A16.3 Emergency Changes
A16.4 Change Status Tracking and Reporting
A16.5 Change Closure and Documentation
--
In my opinion, the most challenging of these control objectives is A16.2. In the chapter on Operations I described the change advisory board (CAB) I created by bringing the subject matter experts (SMEs) together. We formed that CAB because we had negatively impacted the business during a data center relocation. The purpose for those meetings was to assess the impact of each change. Often the team making the change had no idea how dependent other groups were upon the service they provided. It took a lot of brains working together to minimize the damage to the business. If we had a database with all that information we might have been able to automate this.
Do you remember the name of the ITIL discipline that collects and manages the data that describes relationships between infrastructure components? It is configuration management. Brian is an excellent configuration manager. However, Brian was not working there when we tried a large scale upgrade to our configuration management database. The company launched the project with one VP as the sponsor and he picked a project manager. Problems arose and the project manager was replaced. The corporation reorganized and the VP handed this project to another VP. We replaced the project manager and then replaced the project manager again. We brought the vendor in for a heart-to-heart discussion about schedule delays. We added resources. We ran training. We replaced the lead developer. We did just about everything we could to “fix” this project, but ever change we made only confused the situation. Finally the code was rolled into production. Well most of the code rolled into production. Actually some of it sort of trickled in over about a 24-hour period. And some of the code seemed to run down the drain and vanish. We achieved a significant flop.
Why? Bad project management? Well we sure had enough project managers. Some of them must have done something right. Bad programming? Well once you discount all of the rewrites and the code that vanished, there really wasn't anything wrong with the code that we kept. Bad governance? And there we have it. By changing sponsors we lost the vision for this project. We lost contact with the business need and with the business community. We lost the vision and had no one like Brian to champion the cause.
Without the armor that process and procedure provide we often resort to heroic effort. And that was the “solution” chosen to replace our failed software implementation. Since configuration management failed to address the risk, business continuity stepped in and mandated an alternative form of governance. This is a valid use of checks and balances. The vision floundered. The project failed. Operations was not performing adequately. The designated governance body failed to manage the process to change this situation and a secondary governance body took charge. A new project was launched and Franklyn found himself spending hours documenting the infrastructure. As is typical, heroic effort is more politically palatable than is fixing the problem. What this highlighted is that without a solid governance framework it is really difficult to implement governance. This fiasco also highlighted the value found in sharing the role of governance among multiple organizations.
The CobiT Management Guidelines try to address part of this problem by providing a “RACI” chart to show who is “Responsible”, “Accountable”, “Consulted” or “Informed”. Many governments have also stepped into this situation by mandating executive accountability, mandating the need for governance and mandating the requirement for external auditing to verify that both governance and accountability are working correctly.
CobiT Management Guidelines further assists the drive for accountability by listing the metrics that can be used to validate success. For example, the “Goals and Metrics” for A16 begin with “Activity Goals” that focus on managing change.
The “Activity Goals” “are measured by” “Key Performance Indicators” (KPIs) such as the “Ratio of accepted to refused change requests”.
KPIs “drive” “Process Goals”. One of the process goals for A16 is to “minimize errors due to incomplete request specifications.”
In turn, “Process Goals” “are measured by” “Process Goal Key Indicators” (PGKI). And PGKIs “drive” “IT Goals” that “are measured by” “IT Key Goal Indicators”. There is only one “IT Key Goal Indicator” for A16 and it is the number “of disruptions or data errors...”
In an ideal situation, you report the “IT Key Goal Indicator” to the business executives through a dashboard. If there are questions, then the IT executives work back to the PGKI and then the process owner uses the KPIs to find the source of the problem.
Monitor and Evaluate
Monitor and Evaluate is the name for the group of processes that best align with the concepts of both “Check” and “Study”. For example, “ME1 Monitor and Evaluate IT Performance” has six detailed control objectives (4.22). The first five align very well with “Study”:
--
ME1.1 Monitoring Approach
ME1.2 Definition and Collection of Monitoring Data
ME1.3 Monitoring Method
ME1.4 Performance Assessment
ME1.5 Board and Executive Reporting
ME1.6 Remedial Actions
--
That last detailed control objective illustrates that the alignment between CobiT and PDCA is my simplification and not a part of the actual standard.
We will come back to metrics in the next chapters. For now it is important to recognize that metrics are a critical component in project management, operations and governance. Metrics were used to assess the success of Lesley's project to implement accountability. Metrics were one of the triggers that caused business continuity to act when configuration management had a project that failed.
Keep in mind, however, that the types of metrics defined by these standards are few and vital. On one project we were asked to prove that our processes were managed by metrics. We identified 240 metrics and began collecting as many as possible. What we actually proved was that we were ignorant of the value of metrics as we were soon awash in data but gained little information. The difference being that data is just numbers. Information is something you can act on. You cannot expect to make intelligent decisions when looking at 240 metrics. You need to be able to focus.
Not that this is a volume problem. I once implemented a capacity management database that processed so much data we had to distribute it across six database servers. We turned that massive amount of data into information by providing tools so that the users got what they needed in a format that aligned with their needs. Focus on information, not data. Then winnow through those results and focus down onto the strategic information that helps you make decisions. Tolerate data only as a means to that end.
Deliver and Support
Deliver and Support is the fourth CobiT process group that we will look at. This process group aligns relatively well with ITIL and the process names include phrases like “Service Levels”, “Service Desk and Incidents”, “Configuration” and “Problem”. This group also comes the closest to aligning with the Act step in PDCA. DS13, for example, is called “Manage Operations”. DS13 includes detailed control object “DS13.1 Operations Procedures and Instructions”. This should be of interest to Tom and Brian. The description of DS13.1 is:
“Define, implement and maintain standard procedures for IT operations and ensure the operations staff is familiar with all operations task relevant to them. Operational procedures should cover shift handover (formal handover activity, status updates, operational problems, escalation procedures and reports on current responsibilities) to ensure continuous operations.”
Succinct, concise and to the point.
The maturity model for DS13 is similarly precise. Here are a few key excerpts:
“Initial / Ad Hoc when the organization recognizes the need...”
“Repeatable but Intuitive when... there is a high dependence on the skills and abilities of individuals.”
“Defined Process when... repeatable functions are formally defined, standardized, documented and communicated.”
“Managed and Measurable when... it is possible to measure and monitor the daily activities with standardized performance agreements and established service levels.”
“Optimized when... Operational IT management processes are standardized and documented in a knowledge base and are subject to continuous improvement.”
Visit: http://www.smashwords.com/books/view/20130 to purchase this book to continue reading. Show the author you appreciate their work!