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A novel in three acts:
Your life is a burning match.
Light This Fire
Ignite the world.
Elegance.
Well written code contains no flourishes.
Concise.
Direct.
Succinct.
Billy Goodman: Ethical Hacker, Privacy Technician
Chapter 1
"We need you."
Billy speaks his reply toward the comm panel. "Not now, we're being hacked, from inside."
"Drop it, there is no time."
He had been whistling as he hacked when he got the message. The timing of the request to leave his lab is too convenient for someone. When he steps out of his lab into his office he is whistling again. A file name worm has just been planted in the attacker's system. It will be a short journey to the Admin inner sanctum to answer questions, then back to hack the attack.
"All classes are canceled except grad class, all other students are already being transported off property into hiding. We are talking to professors about volunteering to lead grad hacker teams, you need to talk to the graduate hackers class and get them ready to run." These admin guys, Hacker School Directors, had earned their hacking chops during a time the world was falling apart, billions dying. They are not easily excited.
“I don't want to give up the hacking battle. Someone inside is trying to sneak information out, probably about the evac. They are better than students, they may get through my static defenses if I don't stop them."
"How long will what you have in place hold?"
"A half hour at least if they've studied me, maybe another six hours if not. I can hold them off and discover who they are if I fight them."
The Hacker School Administrators look at the Dean. "His defenses are enough." He smiles, "Billy always underestimates his abilities."
Billy tries again, "But a highly placed inside agent will know those abilities."
The admin team look at each other, then agree as one. The numero uno director speaks. "There are always risks in hacking. We will be physically invaded, tomorrow at the latest. You have our backing on anything you tell grad students. Do as you see fit, but do it now." A blank check.
The Dean Looks at me. "Come to my office when you are done and let me know how hacker school has been committed. There is one grad team that brought this on, they've done a great job on a tyrant involved in genocide, send them home to live and fight another day."
"If they want to keep hacking at the root of evil?"
"You are the only one left that can lead them, As good as you are, all of you would probably die. It would be you four, alone against a powerful government. Being in the right does not change your terrible odds. They will display you on the world stage as evil. Then, it is sure to be a nasty death for three promising hacktivists and yourself. All of you are too young to die needlessly."
I look back at the administration board. "I'll handle the grad class, then I'll destroy our onsite data and equipment before I leave." Time to get to work. I wave goodbye. "Next time, at a new Hacker School." As I leave they all express farewells.
Chapter 2: Graduate Hacktivists
"Why must I tell them Hacker School is about to be physically violated. It's time to run. Is that enough, how much more do they need?" Billy shakes his head, they need to know how to survive, there is no time for that advanced course.
"On my birthday my world changes;" Billy grins to himself, "this takes the cake, my birthday cake. Some birthday present, speaking to a hacktivist grad class." He starts whistling again, a birthday song.
Grad school students legally became adults when they graduated open-learning at age twelve. Now they are professor's assistants and specialists; already professionals. Even with part time freelance incomes, they do not realize how protected they are within Hacker School. Their final preparation is about to be canceled.
Billy's tradecraft: repairing damage to systems when students are let loose to enhance or subvert network security. Repairing, crafting, and laying traps for students, that is enough. He puts up with fighting bureaucracies trying to defeat his network security; privacy is a major part of his job. He is a "just busy enough," happy guy.
Billy is on contract as a freelance hacker, a contract that allows severance by either party without notice. Hacker School knows they can't replace Billy's deft touch, so they avoid asking for indulgences. But this class is special. One three person team, as a graduate class project, is hacking and cracking a real opponent. The dictatorship of General Johnstone, actively engaging in genocide, is striking back at this annoying gnat of hackish determination. With excessive force. This is no game, the grad student hacker team needs Billy's help to survive.
The last few thousand years have been called a preamble to history. All before was overextended tribal rituals; emotional nonsense manipulating instinctual responses. Acting like all knowing witch doctors, pseudo village elders controlled ensnared mobs numbering in billions. All owners of property were either killed for it, had it stolen, or had protection rackets use it for extortion. Such atavistic gangs still exist, but enclaves of freedom and reason are expanding -- history has begun. Emancipation from gang rule started with empowerment of individuals by technology.
But darkness still rules. Wherever regulation backed by violence governs, individual's human rights are crushed. Cloaks of respect, covering decaying nightmares of bureaucracy, define target zones for ethical hackers. Inspired crackers and privacy techs willingly engage duplicitous specters in surreal technological battles. A shadowy bureaucrat's favored response is initiating physical assaults by entranced minions. That's why bureaucratic cadres carry and use deadly arms.
For every revolution that kills thousands, there are bureaucratic gangs killing and enslaving ten of millions of their neighbors. It does not matter if you call them neighbors, citizens, voters, or subjects -- if they are firmly controlled and provided sustenance, they are slaves. Laws, regulations, high taxes; feudal fiefdoms of departments and agencies; unifying war and repression schemes -- these keep many societies poor and dependent: politically manacled serfs.
Ethical hacking is not a slowly escalating social contest for bragging rights. When evil resists a push, it doesn't push back, it immediately seeks to destroy.
During the prior dark bureaucratic ages, little would have happened to the likes of General Johnstone or his government. There would have been sound bites tossed about, a few "strongly worded letters" sent, and perhaps an easily bypassed goods embargo imposed by competing gangs. Yet tens of millions died as human rights within nations were crushed -- their screams ignored. In the twenty fifth century, with large nations gone, smaller nations failing and falling, not a whimper of official protest is heard. There is much said about the sanctity of nationhood instead. Pahhh. Nations are fictional constructs just like regulation empowered unions and corporations: safe and convenient tools for ruling elites, a bane to all others.
General Johnstone faces some revolutionaries, but there is no guarantee his opposition will be better if they can step into his power. Bureaucrats still comprise the largest criminal organization in the world. Remove a leader and bureaucrats will build yet another monument to themselves.
To quote The Wallace: "Bureaucracies are inherently unjust. But bureaucrats are like weeds, pull one and tomorrow there will be two. Leave them alone and there will soon be a walled compound with administrative tower buildings and perimeter signs proclaiming that this invaluable sanctuary is off limits - except to more weeds."
Billy is worried. Over the last week he's used redirection to nullify expanding netbot and autonobot attacks, and school security has discovered and defeated scattered physical probes. The members of the student hacking troika may not yet be in direct danger, their privacy is still overtly intact.
Billy will teach the grad course as asked, and appraise the value of taking the team off property for training. The whole school is going underground for the duration. Everyone is disappearing. Billy and a departing team will be lost in the confusion, free to start hacking. Hacker School administration did not ask him to consider directing and intensifying the hacking grad student's efforts. The Dean told him to disband the hack crew if risks to students are too high. If he does not want to work with them, admin will separate them and shut the project down. Billy can pull out.
Billy doesn't want to stop the hacktivist project. He doubts the Deans lecture will deter the student's resolve. They knew the risks when they started their project. He didn't tell Hacker School directors, but he hopes to augment the student hacker's success. There are hundreds of thousands of lives to be saved. Mass murders by Johnstone's ruling gang are real.
The Hacker School team efforts must have value. The grad students have made someone important angry, they are being effective. Billy thinks he can tilt their results toward replacing Johnstone with individualistic stability.
But first, the graduate hacker course:
Billy is blunt: "I've dealt with your efforts while you've pursued hacking careers. You are good, but not yet excellent. What you have learned of hacking is brute force to counter brute force. Your subtlety in social engineering has improved, but it is still just pencil sketches. You were all accepted because of your potential to become transformative artists. The essence of transformation is creativity. One of the beauties of pursuing excellence in hacking; there is always another challenge, a surprising sunrise to capture in a new way. You're mastering many hacking skills, but you are not yet artists. "
A hand is raised, Billy looks at the seating chart. "Jan?"
"If what you are saying is true, we have little to gain by remaining in Hacker School. Art is not what we are being taught. Why not give us a handshake and kick us out?"
"That's a good idea. In fact if anyone wants to walk out now before I'm done, go get to work. You can earn a living and make a difference now. I'll see you refunded the unused balance of your tuition." Billy stops talking, looks over the class. He tries again “To accomplish the impossible, start by doing small projects in an exceptional manner. We are all qualified to begin the impossible.” No one moves.
"Jan?"
"Billy, with that as a challenge, I think what you say today is going to be worth the entire balance of my hacker school tuition."
Chapter 2 a - *hacker school obituary*
"Your hacker's education is about to become too real." Billy has their attention. "Within 24 hours the unseen protections of Hacker School will disappear. Your lives will immediately be at risk. Some of you will die for supposed crimes against despotism. Only volunteers aware of the dangers should remain."
"You all understand you may suffer for your art. On an intellectual basis, you even realize that you may die destitute or in infamy for helping others escape human rights abuse and discover freedom. That is the reason for my offer, it will be extended until the end of this school day. I'll make sure your full remaining tuition will be refunded if you decide to leave, no questions asked. There also is no problem with leaving and rejoining Hacker School later if you wish. Tonight any remaining volunteers will be burning bridges, you are going generic."
Billy pauses as he looks closely at each student.
"We've discovered a governmental attack is scheduled on the school tomorrow evening. They will blame it on domestic anarchists. Security will leave behind only automated resistance, you will all be assumed to have perished. Even if you talk about what I'm telling you, you won't be believed. Reality is not strong. Not when fighting fearful rumors combined with life long indoctrination of authority's virtues."
"As Generic Hackers, volunteers will be cut off from everyone you know until your projects are complete. You will receive new histories, your biometrics will be morphed out of networked computers, including Hacker School files. You will have new names and you will need to pick new hacker handles.
Noticing several hands up, Billy pauses and checks the seating chart. "Jonathon?"
"We realized this day might come, but why now?"
"The world has reached critical condition. Many nations are falling, and intentionally crushing their subjects to support themselves a while longer. This has been progressing over centuries, but important battles are now being fought, freedoms are being won. Hacktivists like you are standing against powerful interests. We ethical hackers are outnumbered and out spent -- but we are not outdone. Your efforts are needed to help push tottering evils, directing their fall, limiting the damage they will cause."
"Can't it wait a few months, until we graduate?" Billy checks the chart. "No Jackie, it can't. We are not sure tomorrow's attack can be foiled. New resources are being added to create a siege. If escalation continues our school is sure to be destroyed before your graduation ceremonies. Our strength is not in defense. If we wait, we may die without purpose."
"Jon?"
"Why must we give up our hacker handles? I've used my online alias since I was six." There are several nods to this, a focal point of a generic hacker's discomfort.
"This is tough, I know. It seems like I've used hackerspawn my whole life. I've enjoyed the ambiguity, 'Is that hacker's pawn or hacker spawn?" To which I answer, "Yes!"
"I will also find a new Hacker name, as must we all, except for those that leave to return later. They might want to consider a change anyway. Once the school is destroyed, expect us to be referred to as 'demons that got their just desserts.' You won't want any associations with your time here. Your old handle is too tied to your current life, its use by a generic hacker could threaten those you love. Consider the selection of a new hacker's name as your coming of age ritual. That's much more important than graduation. Wisdom and understanding are lifelong, joyous pursuits; not a slip of paper and a ceremony. Your reputations and affiliations ensure your future, not past studies."
"For those that wish, after this initial danger is past and your projects are complete, you can key your current life as an identity creation program. Restore yourselves then, and perhaps illuminate different areas than official records now reflect. Occasionally generic persona switches become irreversible, but for now that option exists."
"Now to logistics. The rest of the school will be handled differently than your graduate program, we will leave that to them. They are already moving, although students are unaware it's not a field trip. The youngest classes have already departed by secret paths. Not because they are more valuable than you, but they are more likely to make mistakes. Expect extra work as we hack to keep their movements secret. You will move out as small teams. A seasoned serial hacker will be assigned to each team, Each team will then separate and vanish."
"Yes Jan?"
"Can we pick our teams, or keep the ones we are already working with? My team has a proj..."
"Sorry to cut you off," Billy laments, "but starting immediately we do not want to give away any information that may be detrimental if tortured out of one of our classmates. That includes prospective new hacker handles. Administration is aware of your projects, and has taken that into consideration. Your teams, personalities, and other factors helped in deciding how to organize your teams. They also determined which of the seasoned faculty to request as guide for each hacker team."
One young woman that has been seething finally explodes. "Why are you here with this announcement, rather than one of the professors? Aren't you just a kind of a facilities geek, a janitor?"
"That's true, ahh, Gladis. Your professors are all in a meeting like this one, and will soon be preparing to leave with their teams. They are also considering quitting. All hacker school wants at departure time are dedicated volunteers. I'm all that's left for this discussion, and soon I will also be gone. If any of you wish to take my Hacker School tuition refund offer, see me after class. Those remaining to join a team will key their individual generic programs once their team is assembled."
"Have Hacker Schools records been compromised?"
"Well Jackie, that's always a consideration. No networked data is ever secure, as you well know. Your bug-out-kit and another generic morph program should always be at hand. You were talented freelance or entrepreneurial hackers before you came to Hacker School. Most of you were hacking before you finished formal schooling at eight and started open learning. Many of you were earning a living as hackers before reaching adulthood at twelve. You are good, you are needed. Please remember, you will doing important and dangerous work, stay aware."
As the impact of the announcements strike the students, questions stop.
"For those of you wishing time to think, quiet areas are set aside in the library, gardens, and central quad. Give yourself a couple of hours, then decide. Conversation pits are available in student lounges for goodbyes, crying, and peer to peer advice. Just remember not to give away information that may increase danger to your or other teams. All religion's chapels will be open for prayer, with appropriate counselors available."
I'll be in my janitor's broom closet, sweeping away our memories of this wonderful hacker school. It will take careful use of nano-thermite to make sure we only leave slag behind."
"Jan."
"After you leave the classroom, I'll stay behind for prayer. Any that wish to join me are welcome."
"A generous offer. My time is committed, but I would appreciate your offering up prayers for me also.” Billy looks heavenward, "Lord, we commit ourselves to your mercy." A few amens follow. "Whatever your personal beliefs, now is a time for acting on them. As I get a chance I'll offer more prayers from my office, for us all."
Billy ends the final course taught at this particular hacker school. By tradition the students remain seated until he leaves. He keys a farewell thought to display on the vidwall before he walks out the door. The final message is one Billy occasionally writes as a post script: "May you find your best in life, and live it."
The hacker class looks like it wants more, their faces either tense or confused.
Billy does nothing to release the tension, their decisions will do that. He smiles, waits quietly, then leaves.
Billy walks into the dean's office, tells the fabricator to brew his usual, and sits on the couch waiting for his coffee to appear on the table next to him. Jack grimaces, snarls, then laughs. "As soon as I finish this RFQ I'll be with you. 'Fab, coffee for me also, Billy's table."
Billy smiles, sips at his coffee, sits back in his chair. A few jots and titles later Jack wanders over to join him. "Busy work, I feel like a student in the bureaucratic age. I'm keeping appearances of a normal day so I don't appear worried to whatever watchers are anticipating tomorrow's raid. I'm done, every thing for the rest of the day will be fabricated in a generic mashup of last years work. Unless something goes wrong earlier, around midnight I'll key the institutional morph program you wrote."
Jack relaxes his shoulders a bit. "I chose your program because of its subtlety. Most other programs available are destructive brute force. By applying your code, our enemies' won't realize their knowledge of us is being munged. We will be down to just 15 history students by dawn. It's amazing our detractors were annoyed to destruction by what will appear to have been an eccentric liberal arts school."
Jack's relaxation spreads to his face, wrinkles fading as he laughs. "If they notice anything, it will be as already altered data starts disappearing. The inaccuracies left won't be worth mining. The remaining data will make big news." Jack snorts: "Phillip of Macedonia, Valedictorian."
Billy leans back in his chair, looks toward Jack, eyes shining. "Socrates will have been a decent professor, even if the morph doesn't make it all the way to him before deletion. Perhaps our adversaries will learn something from him; like his taste in sleeping potions."
"And Socrates is hard to interrogate." Jack looks out the window as he digs for information. "Your program was designed by hackerspawn. I assume like our students you will also find a new handle?"
Billy smiles, and with a wink purposely avoids comment. "It would be nice to have several hacker school shadow programs working while you enjoy vacation."
"You know me too well. It's vacation time for everyone. We will disappear for a short while, restart Admin, and have students back at work three weeks later. Except for you and a few other teams."
"Nice to know we are exceptional."
Jack takes a deep breath. "What did you think of the grad students?"
"I've played privacy tech with their files. Ambitious. Proficient. Overreaching. Good stuff. Arrogant perhaps, but so was I; before I learned how little everyone really knows. Who's on my team?"
"If they stick, and they are likely stubborn enough not to quit; Jan, Gladis, and Jonathon. If you can get them to quit you may save their lives."
"A good crew. Gladis thinks I'm a janitor since I'm part of facilities, and she has a bit of a pride problem. We may lose her on the team."
"I'm sure you didn't discourage the janitor allusion."
"It can't hurt to be misfiled in front of fifty two hackers. I just hope it doesn't distort Gladis' contributions."
"Billy, we know you could do this alone, and probably better without the student's help. But they all have promise, and all believe in their monster hunt. They can become valuable leaders in the hacker community. Jan in particular may eventually surpass us both. This is not the final battle, we need more seasoned troops, more ethical hackers. They don't need to be freelance to be effective. I can get them secure hacking positions."
"I'll teach them, stop the genocide, and try to stay alive. We will be hunted. The fact we continue unabated even as the school is destroyed may disassociate us from you."
"Quit worrying about hacker school. We will survive, in part because of your efforts here over the last year. We have your replacement, he will do. Bureaucrats keep looking for a hierarchy to decapitate, there is none. Hackers and hacker schools are headless beasts. They could kill all of us today, by next week there would be more hackers-a-hacking. You can do impressive hacks, but don't think you are irreplaceable."
"For the sake of minorities in Brotherland, our team must succeed. To do that we must live."
"Are you sure you want to do this?"
"I'll train the team. That's why I've stayed here. I seek cures for complacency. Hackers are helping conquer the accepted illnesses of lethargy. I'll not allow the vile things of the world to thrive because I did nothing."
"We have advanced, although slowly. You know I've made a study of early Netcohort Age governance philosophies. For the most part they were as ethically bankrupt as they made their countries monetarily bankrupt. The subjects of these nations received philosophical medicine from bureaucratic barbers that bled them regularly. They also attached leaches of other bureaucracies, approved millions of mosquitoes and tsetse flies -- all just to keep people weak and compliant."
"And they all failed and now their pieces are failing."
"Yes, but billions have died already as they thrash around in their death throes. Hackers are but one small group of those targeted for destruction. Remaining dinosaurs want to take us mammals with them as they depart."
"Yet hacktivism was born in the early Netcohort."
Jack pauses a bit to reflect on Billy's insight. "It was a strange time, historians sometimes refer to it as the epoch of double talk. 'Our hackers are ethical, every hacker not employed by our government is evil.' Yet in their spare time, as hackers will, their ethical hackers also started to hack for world improvement."
"So governments enshrined duplicity?"
"Their coercive public schools did that for them. Mediocrities strove to drag superlatives down to a common level. Anything not specifically endorsed was challenged or attacked."
"They thought laws beyond the ten commandments were reasonable?"
"Beyond reasonable, necessary, almost holy. Democracy became a divine-right, allowing the unadaptable majority to reach out of the primordial ooze to drag the fittest back in.”
“Lawfare enshrined envy as a virtue?”
“The virtue of envy was called fairness. They claimed it was not right for those wishing to advance to be able to do so. Misery had to be shared, so civilization regressed to a common poverty.”
“And this was permitted?”
“Corruption ruled. Their elitist rulers were called law makers, and took the job seriously. A law and its updates could run to thousands of lawyer speak pages. They created agencies and departments that made regulations based on these laws, with the effect of more laws. These regulations and their supporting documents could run to millions of pages. Everyone became a lawbreaker of undisclosed, obscure, and contradictory laws. Lawyers flourished, people quailed."
"A lawyer was a type of arbitrator?"
"Not even close. Law firms were grease for a machine of expropriation written into law. Their aim was to extort the value from an individual's life. These lawyers were bureaucratic knights sacking helpless villages in the name of a king -- to their own profit."
"What is your point?"
"Pull me back on subject, eh Billy?"
"We don't have much time."
"Quite right." Jack takes a moment to gather his thoughts. "Brotherland is a throw back. Their leader's believe anything proclaimed in the name of a majority mandate is immediately true. Johnstone declared anyone that unlawfully disagrees with any governmental intentions to be a terrorist. You can be kidnapped, tortured, imprisoned for life, or murdered. At bureaucratic whim, you can be made to disappear. 'It is right, because it is lawful.'"
"Lawful. Fighting injustice becomes a crime of insurrection and terror."
"That's right. Everything these government killers do is legal. They can't be judged if their actions are lawful, and they write the laws. Brotherland's leaders shield themselves from acknowledging the hideous monsters they have became. Only defeated in war, after satraps are appointed, can they be tried for inhumanity. Hidden behind national identity, General Johnstone is untouchable."
Billy considers the idea, "He shouldn't be, nations are the same as any man made institution, they're just artificial management constructions. Every time leaders reread a government's charter looking for loopholes, it becomes a different nation. Societies move slowly, meanings of national laws can have a half-life measured in minutes."
Jack stands and starts pacing as he expostulates. "They define their government to be like a person with self-determination. They have freedom to do as they wish to their body."
"But they are systematically torturing and murdering our fellow humans."
"Johnstone officially excludes Brotherland's internal affairs from outside interference. They violently intimidate or destroy their people, but always lawfully."
Jack finishes and sits down. "What you and your student team will be doing is unlawful in Brotherland, and by regulation, deemed terrorism. Other nations will support their right to defend themselves against you. You will legally be international outlaws, even if you save lives and stop torture"
"Most regulations support corruption, oppose humanity."
"A reasonable person needs to consider the law. I will give a similar warning to your students. There is no shame in quiting generic hacking and using your ethical hacking skills by working for our government. Just as you have protected Hacker School, you could protect our nation."
"But our government tolerates General Johnstone because it is convenient to overlook murder. I would have to ignore evil, or even support it, to work with them."
"Consider it. Your skills will provide a secure life."
"Hacking is not about security. Hiding from responsibility behind national, religious, union, or corporate holograms is easy, but it's a form of slavery -- or a slow death. Almost as bad, I'd have to code in their kludgy software."
Jack's voice deepens with emotional appeals, "Brotherland Security marks dissenters and hackers as targets, anywhere in the world. You will be killed or tortured if caught. They will deny everything."
"Nobody claims Johnstone is honest."
Billy and Jack share a smile, then stand. "Keep in touch when you can. We will support you when possible."
Billy looks somber. "And I'll try to keep us alive."
Detonation cord is laid over his equipment, panels of relays are connected to similar weaves and individual nano-thermite dust bunnies throughout Hacker School. A single timed switch will activate all, followed by a sequence of EMP discharges. It is more than enough to bury hacker school information, and incapacitate autonomous androids that would lead an invasion of Hacker School grounds.
His grad student team is agog as Billy explains the ongoing exodus. "The other students have already left, their luggage in transit. Shadow programs are giving Hacker School a semblance of normal activity. We are scheduled to detonate this, and be on our way in fifteen minutes, morphing programs have already taken over. Any networked data about us is already worthless. Worms will devour off line systems containing student profiles when certain searches are keyed. The Dean is waiting till midnight with a morph program, mine is already well advanced. I've done this outside of hacker school permission or knowledge. Any questions?"
Jan looks hard at Billy. “Why are you emphasizing that you are acting outside of Hacker School permissions.”
He shocks them, “We have a mole, a high level administrator has compromised Hacker School. My main job is privacy. I will not risk that our data may be retained. My responsibilities to students will not allow me to abandon my arts due to mere orders. Our work for human rights must be protected from subversion. Ethics always supersede laws and rules.”
Gladis hesitates, then "I've never seen this room, or even heard of it, where did this equipment come from?"
Billy smiles, "You thought me a janitor, this lab is my janitor's closet. Most of this equipment is fabricated or hacked by me. No general bug will infect it." Billy pats the box behind his control panel, "Swamp Fox constantly rotates control systems and still processes my hacks, routing around defenses and counter attacks."
Jonathon looks thoughtful, "We hear about budget restrictions at Hacker School, how did you get this approved?"
"A good question Jon. Limited budgets force you to innovate."
"There is plenty of innovation in this room, seemingly without budget limits."
"I first learned by hacking cheap junk to make it better. This room is my own creation. As a condition of my contract, I stipulated a discretionary, unaudited budget for infrastructure. This is where I weave deep magic. Here I frustrate students, hackers, bureaucrats, and occasionally myself. You and a few administrators are the only ones to have seen it. I will be teaching you some of it's secrets as we hack Brotherland."
Jonathon looks puzzled, "But once you trigger that det cord...?"
"This will be gone. You will help me build another computer lab, an update of this one. A personal fabricator is already en-route to our destination."
Jan looks bemused, "I can deduce a purpose for some of this, the rest doesn't seem to fit into our curriculum."
"You've learned how to hold the brush, I'll be teaching you how to craft hacker art, the beauty of sensual code."
The door opens behind the students, Billy glances at a reflective surface, and throws a switch. "Dean Jack, I thought you were leaving with the last of the regular students?"
"Don't touch anything else Billy," Jack says with a shrug of his shoulders, a shrug that drops his key, and lowers a blaster into his hand.
The student's face's turn white, but Jon's face quickly shifts to red, his hands start trembling, his eyes dart around the room seeking escape.
Billy turns his chair, glances at Jon's nervous actions, then focuses on the Dean. "Be careful everyone. Take it slow. All right Jack, what's up?"
"I was hopeful you would quit with that warning of danger to this team, I shouldn't have bothered. We can't let you stop Brotherland. The government and I made a deal with General Johnstone. We trade technology and security from hackers; for their gold and party favors."
"So you're an agent?"
"Yeppers, and after you folks are long forgotten I will still be an agent. We need your equipment untouched. As we peel your brain we can learn of your hacking toys. They have caused a lot of trouble for some very powerful people. You will make me wealthy and powerful."
Jan speaks up "And you'll just let the genocide continue?"
Jack turns the blaster toward her, his lips twitching. "Janice, you could have had a high level career in government, if you followed a more flexible canon." The Dean's shadow laugh disappears; "The genocide won't bother you much longer, your hacking crew is too good to exist, sorry." Jack's lips twitch again, "The good die young. Ha! You will all be lost when the building is entered."
Jack is just a bit slow. Jon rushes him. As Jack swivels his blaster toward Jon, the others rush in also. One blaster, four person rush, at least some of the hacker team has a chance. Jack gets off one long shot before Jan disarms him. The others also create serious mayhem. Jon is cut down, but he deals a death blow to Jack's neck as he dies.
Billy checks both, a formality, they died quickly.
The two girls stand quivering with Adrenalin and loss.
Billy, ignoring that his voice is shaky quietly states; "We have not been a team long, but we now have rules. If we are again cornered, wait for my signal, then quickly create as much incapacitating damage as possible. I will not wait long to attack, or give enemies a chance to organize. I will try to say 'Be careful' first, if I think our attack is warranted. If you survive an initial battle, scan for secondary targets. Never give up your life cheaply. You did well."
Lights suddenly fail, the computer lab is lit by a light blue bio-luminescence. Billy continues, "Jon had no way to know, but I had triggered that lighting change before I turned around. That would have been the time to attack, with me leading the rush. Perhaps Jon's heroics were occasioned by concern the Dean was ready to shoot Jan. He may have noticed something I didn't. Are you two ready to go?"
Gladis gasps, forcing herself to look away. "What will happen to Jon's body?"
"He will remain in this hidden room; someday to be dug up and re-interred as a hero. It is up to us to memorialize Jon. Our success in stopping the genocide will be in his name. This room should not be discovered until we wish it. Close the door Dean Jack entered."
They comply and look at Billy's questioning face. At their nod, Billy keys the destruct sequence, then hits a switch under his desk. Surprisingly a door opens in a sheet steel wall. "This way, We can't use our planned escape route."
Gladis follows, Jan pauses, "You surely don't have a tunnel all the way off campus?"
"No, this actually intercepts the Dean's private escape tunnel. He didn't know I knew of it; but he kept hidden files about it on his home system. I've already placed equipment to force tunnel entry and escape. There is supposed to be a chest in his tunnel with bug-out-bags and weapons. The only weapons we really need to carry are keychain stunners. If we get in a serious fire fight we are already lost. But you two are survival and weapons trained – and over twelve years old; pick up whatever you may want to use."
Gladis looks lost, her face slack. Billy looks at her and gestures to the doorway; "We have a great distance to travel. I'll write a poem to Jon's memory, you may want to craft poems also. We'll post them to Hacker's DarkNet for distribution as soon as we can use a proxy."
Jan looks at the bodies. "What about Dean Jack?"
"Ignore him, let his political party bosses worry about what he may have said or done. He is of the past."
Jan puts her arm around Gladis as they exit the room. "We will honor Jon's hacker handle, now he won't have to give it up. That was important to him. What thoughts will you use to start his remembrance poem?"
Jan weeps quietly, and Gladis is shaking as she says, "Jon and I were to be married. He wanted to be a hacktivism advocate."
Billy growls with determination, "Let me show you how we will arouse the hacktivist community in his honor."
Chapter 5 - Viral Avalanche, Hacker Avenged
"Thrice betrayed, courage displayed; a future lost, to Brotherland's cost." - FLC camp song
The chant starts quietly, with each repetition raising in intensity until becoming a shout of defiance; then each additional telling slowly fades to a final whispered acknowledgement of goal accomplished.
Once in the Dean's Tunnel, the hackers attention turns toward his bug-out storage. They select bug-out-bags that look like student's book bags, and start filling them with necessities for flight. It is not just one chest, this must have been a hobby for Jack. A huge selection is available, too much to pack comfortably.
They load two small hand pushed floaters with food, disguises, several blasters, and a strong box Jan finds; filled with Krugerrands. Billy vetoes extra clothes and water. "Once we exit, remember this place." Billy states, "It might serve as a safe house another time."
Several layers of clothes, matching windbreakers, and various makeup effects change their appearance focal points. Jan goes redhead with a rinse. Once away from the school that can change again, quickly, frequently. The jackets can be reversed, then abandoned. Bright colors can be alternated with subdued. Billy adds inserts in his mouth and on his cheeks that might confuse facial recognition software, his pointed chin is soon rounded.
Jan asks questions of both the entire time. Gladis does not rise to her bait, but quietly sobs, her face ashen.
Billy answers frankly. "Our first goal is a private safe house where I've a cache of supplies and equipment. Jack's stash here is better than any of mine. We could stay in this tunnel, but others may learn of it."
Jan "How far away is your safe house?"
"Not far, do you know Bridgeview Park?" At her nod he continues, "In a small wood I've burrowed a hiding place. It will be crowded, about a hundred square feet. There we will gather information and decide on our next steps.”
"Won't we need water?"
"I've tapped a spring behind the hill. The spring also provides steady hydroelectric power from a tiny run-of-river hack."
"What about Brotherland, when do we counterattack."
"We will start our hacking in the woods. Security there is very strong, and we have access to many proxies. To remain undetected we will limit ourselves to two 'puter connections. One of us can always be researching, thinking, planing, or sleeping."
"How long will we be there?"
"Depending on the news, probably a week or less. The Dean didn't bother asking about our future fabrication and hack space under Brotherland Security's nose. Jack never considered we might get close enough to munge Brotherland's hardware. We can build everything we need when we get there. We will hack in route. It will take anywhere from days to months to arrive, depending on how hotly our capture is pursued."
"But people are dying in mass."
"We can't help them if we die. I think our goal needs to be bigger than Brotherland, bigger than stopping another single instance of leadership's inhumanity."
"You imply beyond a single evil, I'm not sure we can impact even that much."
"You have impacted them already or they wouldn't have attacked. It would take time to actually stop a maniacal government, but I've done it before. Expanding our mission into a viral, international movement will be more enduring."
"Billy, you've been planning this movement before today."
"I have Jan, or at least dreamed of it. We are not alone. Many hackers have taken the initiative to fight tyranny and murder. Some have achieved notable success. The time is ripe to do more."
"We can't stamp out tyranny, not while so many people are willing to embrace lies, hoping to avoid the truth." Jan stops, "Wait. I can say that better. Give me a sec..." Jan is lost in thought, her eyes moving rapidly as she considers thoughts, then "People desiring to believe propaganda, will cling to obvious lies. You can't argue with them." She pauses, "Just don't be them."
"Well said. Somehow we teach truth, others teach lies. That is propaganda, and the biggest lie."
Jan quotes; "The only real, knowable truth is what we have challenged ourselves, trying to find errors."
Billy likes Wallaceonian quotes but returns to taking about the concept of a movement. "What error are we fighting? What most enables and sustains tyranny? An organization leader's ability to exaggerate evils, creating fear of 'others.' This is usually followed by persecutions and wars as they garner support against carefully defined villains."
"I'll grant you that, so?"
"So in the past hackers, crackers, and privacy techs have slowed and stopped tyrants, but the job seems everlasting. One is stopped, another fills his place. As The Who sang “Out with the old boss, in with the new boss, same as the old boss.” The defined enemies may change, the disasters for mankind continue."
"And you see a way to stop this?" Finally Gladis head rises, her eyes glare, and she mumbles "Fat chance."
Billy suppresses expressing relief at Gladis' awakening. "What if we can provide an end to certain Machiavellian calculations, change results of certain actions, destroy the value of 'state enemy' creation for leaders?"
Jan responds, "I've read there were once secret societies that espoused the assassination of tyrants, making the position unattractive. They failed, wars were still fought, entire peoples were still eliminated. A few despotisms ended, but so did the movements. Elitist overlords were replaced with new oppressors."
"Fringe societies, secret assassin groups, anarchists with no supportive plans for a better social structure -- they never reached critical mass. Evil grows faster and more surely than they could restore their membership rolls. Worse, people view each instance of evil separately, never connecting the whole map of social interactions. People focus on their local tyrant, then quit fighting once he perishes."
Gladis finally speaks out. "So how do you plan to change reality? Start a franchise of assisted suicide centers for politicians?"
Billy senses Jan's appraising look at him. She knows he is changing Gladis' mood from sorrow to scorn, hoping he knows what he's doing. He hopes so too.
"Reality has already changed, Gladis. Hierarchies have been collapsing ever since empowering technology enabled personal choice."
"And politicians like Johnstone still buy creatures like Dean Jack to do their dirty work, that hasn't changed."
"Nor will it ever. Most people still believe if they are to gain, others must lose. Their belief causes them to hurt others first and worst. They play negative sum games in a tired world eager to embrace positive sum. We can't stop that, we just prepare to protect ourselves from them."
"Then your plan would do no good for people like Jon, killed because he wanted to do good."
Billy says quietly, "Not directly. no."
Sobs shake Gladis, anger explodes. "Then what good are you! What good are we?"
Billy waits. It's not easy. But he waits.
Gladis' sobs subside, but she still stares angrily at Billy, while wiping her nose, drying her face.
Billy says; "Jon will help us stop those that funded the Dean, and others like them. We can stop and punish the leadership of Brotherland. We can punish other nations and leaders for supporting them. We can do it in Jon's name. We will make it a movement dedicated to him. Hackers can humiliate Brotherland elites, and simultaneously create massive waves in the abusive cesspools where Brotherland's leaders swim. In Jon's name Brotherland will have no succor from their saturnalia of foul governance. We will make genocide and war mongering have negative political returns."
Jan slowly nods, "If fear is too expensive, most will stop using it."
Gladis looks at Billy steadily, through red, puffy eyes. "You would do this in Jon's name?"
"Yes. And we will make it apparent that the wrath of hackers will fall both on inhuman leaders, and those that grant them sanctuary. We will make such hideous actions untenable."
"How?"
"Hackers are widespread and powerful. There are also many mainstream techs that understand hacking and cracking. Many occasionally play at hacking. Together we can send a message that genocide, systematic impoverishment to create dependent castes, hatred as a pretext for aggression -- these sorts of things will be punished -- with nowhere for the perpetrators to hide. We can focus technological retribution on the worst, until in their self-interest, the worst cease their most vile actions."
Jan muses, "Hacked despotisms will shrink. Hackers can also enhance existing freedoms in locations like the Federation of Liberated Cantons. Evil punished, human rights activists rewarded."
Billy smiles, "Hackers will remove the rewards of tyranny. Oppression, regulatory theft, and war will slowly dissipate from preferred governance philosophy. We will never cure all the mentally ill that want to run other's lives: but hackers can slow, then stop, the institutionalism of herd insanity."
Gladis leans into her next question. She wants answers now, not philosophy: "How long will this take?"
"I don't know, but we start tonight in our hacker's habitat. Our poetry and Jon's story will go on Hacker's Net, unencrypted. Our own stories will follow. Finally an explanation of intent, with a call to action. Voluntarily: free hackers, crackers, and privacy technicians will decide what they want to contribute. At some point this movement will shift beyond our ability to influence it. Hackers will have started a viral avalanche. That is when villains will discover the power of The Friends Of Hacker Jon."
~~**~~
Hactivist End Game
Billy Goodman
A name I once answered to.
My names and attacks now vary as I fight a cyberwar to limit despot tools such as oppression, genocide, and war. Join us hacktivists in Friends Of Hacker Jon. We are removing the rewards of evil.
As important, we can reinforce actions that allow abundance.
Let's change the future.
Chapter 1 - Hacker's Complacency Lost
The abrupt transitions of a sunset once again interrupt my daily rituals. Over the water vibrant colors explode across darkening sky like a flaring moth venturing too close to flame. Then, sensuality lingering, ashes of this sunset's nova moment scatter and dim. I'm relaxed.
An encrypted message from Friends Of Hacker Jon sits on my desk. I ignored it to enjoy my sunset sabbatical. Repenting, I spend the time for decoding: *delay equals death* Relaxed?
I don't remember dying. A serious error had been made by Prince Pahl's assassins guild. The rest of the coded message will offer first steps to escape, now almost certainly a trap. I'm wedged and must get off target. Those ill fortune darts could be flying my way any second, or to make sure I join the departed sunset, a blast may level this resort.
Prince Pahl can always blame his enemies for destruction, the greater the force applied against me; the greater the supportive backlash for his government. His Brotherland Security Forces surely believe I am worth a city block. From their world view they are right. My human rights hacking is meant to further avenge the death of Hacker Jon, now is not a time to get sloppy.
Complacency. My counter surveillance has relaxed. I've been too confident.
Facing unknown threats is like waking up on a clear morning, it is never too late to savor life. Life is art, every special feature of my home now stands out in enhanced clarity. I hope I haven't subconsciously dallied in complacency, seeking stimulus. My vulnerability is real. Exploiting it for thrills will shorten my life, may have already shortened it. If such subliminal desires exist, I must search for and destroy them.
I key escape sequence three, grab a bug-out-bag that looks like my usual brown portable office case, exit. If I am to obliquely drift through the opacity of dusk, I must first clear the flash zone. Speed. Distance. Then merging with a moonless expanse of abused citizens.
The infrastructure hacks are done, there is no need to stay close. I'll consider how I was found after my escape attempt.
A quick dictation to 'tronics for immediate dispatch to Friends Of Hacker Jon via HackNet: *FHJ compromised by Elldee - Knightwatchman*
Prince Pahl's chancellors are lethally worried by my activities. I can't bug-out permanently now. I'll retreat, then return. The loss of my confidential contact is cause enough to continue, a declaration of personal war. Their bureaucratic fortresses have made them overconfident.
If I'm lost, an autowelfare script will not get its daily stop order. The effort applied toward destroying me signifies a weakness they wish to hide. My disappearance will cause an encrypted announcement to ring fourth: *Notify the hacker legions; Pahl is vulnerable*
My legacy may best survive as prolonged assaults on despotism. My embers may be all that remain to illuminate and inspire.
New tricks are always appearing from an aspiring magician's hat. Dark magic is best countered by deeper magic. The difficulty comes in retaining and using the glow of victory. For now, survival is enough, but if freedom is won -- I must prepare for dawn's renewed battles.
I need to plan.
Hacker School basics: Eliminating evil governments, without having viable social replacements ready, is not anarchy; it's ignorance.
Vast governance vacuums quickly fill with ravenous little minds of bureaucrats, the worst of criminals. They murder both time and productivity, improving nothing. Removing dull bureaucratic zombies from governance, as the prime motivators of oppression are removed, requires adaptable strategy. I'll need help.
Before I arrive at Thought Castle my current persona as William T. Johnson will finish distorting and disappearing from the world's networked data bases. Already my digital signature has started to morph. Recorded biometrics twist in photos, voice and finger prints, within my DNA sequence. All are changing in interconnected digital systems toward images of a person dead for years. Before data reaches congruence with that life, they will be deleted. Any ghost of memory mined will present corrupted information leading to dark, dead end alleys where vengeful cyberpunks lurk.
Soon the last mention of William Johnson will be a lease on my rooms, that vanishing after my effects are picked up by charity.
While leaving the building a doorman tips his hat and relays an uncharacteristic formal goodbye to Mr. Johnson; as if he realizes it's the last time. The big indicator is demeanor, the doorman briefly stares as if fascinated, then glances off to his right. He does not make an offer to hail a taxi. I nod to him even as I palm my keyring stunner at his unintended warning.
Creating a new life is easier and faster than transmogrifying relics of an old identity. Already, interconnected databases are filing ostensibly original data - from birth certificates to required public copies of home videos. In a short time, I will have always been known as Jonathon Christforth. A new life manufactured - sunrise will arrive.
Let's see if I can keep this Jon feller alive.
"When small men cast long shadows - the sun is setting." - Lin Yutang
As the door opens, Prince Pahl slowly turns from the shield widow. "My own reflection distorts the view through the window," he thinks, "but it is my royal self my people love, everything else is just bureaucracy." The prince doesn't consider why shield glass and a fortified compound are needed to protect him from loving subjects; or how they can't protect him from military coup or noble inspired regicide.
"What is it Scar," Prince Pahl asks as the tall, slightly-disfigured, professor type enters the room. Pahl smiles with pleasure in using the pejorative favored by the people as he addresses his advisor. Pahl would be less pleased if he knew the secretary also enjoys the disparaging nick name, despite his apparent indifference. The small facial wounds had been received when a coup had chased him from the kingdom. Scarlettia, had not had them removed, they were too valuable as a warning, except to his vain but useful puppet.
"There is a need for your imperial presence in the video room. We had to destroy a northern village when a woman was caught gathering herbs in your royal hunting preserve. We had village survivors plant trees where their village had stood, and then scattered the people to various cities as laborers. To quell rumors, a video script of a royal news conference has been written for your approval; to be broadcast as soon as possible."
The princeling whined a reply. "just last week we celebrated the fact this sort of thing no longer happens. It is times like this I miss my father most, he was always so sure of himself. I can't see why we don't show a kinder face to our subjects."
"What matters is your acting today, yours is the face of our country. Emotions, not facts, convince. The sheep can be counted on to bleat and repeat your words, refusing to consider any contradictions - they are your party - you own them. A controlled opposition will shout protests of provided words. Official forbearance of reaction reflecting well on your reputation for tolerance.
The remaining mass of people are your cows: branded by their educations, then penned to be milked. They will loyally bear whatever fate your wisdom instigates on their behalf. Their country, right or wrong."
Pahl considers this, then nods his head. "I feel their subservience, yet am somehow aware that dangerous change lurks in unpierced shadows.
Scar scoffs "Your barnyard is pacified and watched by lethal mastiffs. Who would dare oppose you?"
"What of elk, and others of undomesticated mind?"
"Elk fight or flee because of your usurping their hollow & self-hallowed rights. They never consider your right to do as you wish with their lives. We have eliminated many of these elk, others have been allowed to escape through our fences and enter less efficient principalities. The elk remainder are hiding themselves from your well deserved wrath, all that is left are a few complaining goats."
"I am uncomfortable that you seem to enjoy these goat purges a bit too much, especially since you have already eliminated the most dangerous animals."
"Your best interests are my chief concern excellency. The people have been educated to follow authority, they expect any semblance of defiance to be crushed. They know those we crush are evil – simply because we crush them."
After a moment to compose a proper reply, Prince Pahl states grandly; "We of course must protect our loyal herds from interbreeding with feral goats."
Scar nods as if at Pahl's wisdom, and the counselor now further directs the conversation. "To continue our play with your excellent beasts analogy, there is a lion loose in the kingdom."
"What's this, a pretender after my throne and you have not apprehended him?"
"The arrest or necessary elimination will happen this evening; we have lion traps dug along his familiar trails. But he is not a pretender to the throne, it is worse than that. He is one of those generic hacker busybodies that are interfering with legitimate and recognized governments like your own. Their effects can appear anywhere, they consider themselves individually sovereign, acting on their own or as tiny cells they call teams."
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