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From the Internet’s beginnings in the early 1970s, it has always been a virtual wild west for the most part. Hackers have been using it for decades to break into universities and government agencies. Then, starting in the late 1980s through the 1990s as the Internet grew in popularity, more companies started doing business on it and the hacker attacks increased dramatically.
In the mid-1990’s, the World Wide Web was introduced. This brought new businesses of all sizes and millions of new users to the web every year. Soon, hackers started attacking individual home users. Most of these businesses and users were not ready for the new threats they faced at the time, so they became easy targets.
Today consumers and businesses are much better prepared than in the past. This is primarily because awareness of these threats has grown as the mainstream media started covering these issues. Also companies like Microsoft have repaired known vulnerabilities and hardened the operating systems and applications against different types of attacks.
Even with these advances, there are still several threats. There are some threats that technologies can protect us from, such as your computer’s firewall which keeps out the bad network traffic and lets in the good. There are other threats that technology can’t protect us from, such as revealing confidential information (e.g. your Social Security number, financial information, user account information, etc.) that shouldn’t be given out.
“In the old days, people robbed stagecoaches and knocked off armored trucks. Now they're knocking off servers.” - Richard Power
This book is written for the person who wants to know how to protect themselves and their computer while they’re online. I am also designing this book to be a living document. I intend to update and expand it as new types of scams and attacks are developed.
In the real world, we face different threats every day from being robbed to being hurt in some kind of accident. Our bodies are vulnerable to infection, damage from abusive habits, etc. Most of us take precautions to protect ourselves physically such as buying insurance, not hanging out in certain places, locking our doors, exercising, taking care of our health and more.
However, we have still not developed good habits for protecting our computers and their data. Most people don’t know how to protect themselves while online. Without properly defending your computer, you may have your computer’s data damaged or taken. Or even worse, you could have your bank account cleared out or have your identity stolen.
When I first started using the Internet and World Wide Web back in 1994, things were a lot simpler. You didn’t have to worry about having a software firewall installed on your computer. You did have to worry about viruses, but they were spread by sharing infected media (e.g. Floppy disks) with other people mostly. Thing such as spam and spyware didn’t exist yet.
Then things started getting worse. You started seeing unsolicited e-mails flooding your e-mail inbox. Viruses and worms started to become network aware and were able to spread farther, wider and faster. Gradually, this malicious software (known as malware) grew in sophistication and started to exploit new vulnerabilities in applications like the browser and operating systems (OS).
Now fast forward to today, malware is now being exploited to capture your keystrokes and to steal confidential information. Legions of infected computers (known as Botnets) are being taken over and exploited to send unsolicited e-mails, spread viruses and disable web site by flooding them with useless requests for data (this is known as Distributed Denial of Service or DDoS attack).
It has gotten so bad that if you expose an unprotected computer (for example: a Windows XP computer, without any service packs) to the Internet, it could be infected within a few minutes. Many internet users right now are running vulnerable systems that are being exploited to infect other computers and without their knowledge.
Below is a brief introduction to some of the major technology-based threats and scams that we face every day. This list is by no means complete, but it will give you the background you need to get you started.
The word Malware is an abbreviated term for the words “malicious software”. It’s used as a generic term to describe any type of malicious programs (such as viruses, worms, etc.).
Once malware gets installed on your computer, it can generally do one of two things: destroy or steal your data. This software can also be very difficult to remove. Your best defense against these threats is to make sure that you scan your system with up-to-date anti-malware software and practice safe browsing habits.
The list below contains descriptions of the different types of malware that can infest your computer:
Adware: Randomly displays pop-up advertisements on your computer. For the most part this software is highly annoying, although it can carry a malicious payload.
Macro Virus: a virus written in an application’s macro language. For example, the Microsoft Office application suite supports a macro language called VBA (Visual Basic for Applications).
RAT (Remote Administration Tool): Used to take control of a remote machine. Some forms of malware include these tools to steal system resources, break into an organization or steal information.
Rootkits: Highly stealthy programs that are used to break into your computer and try to gain administrator access. Once they get admin access to the local machine, they can deliver a payload or grant access to an attacker.
Spyware: This is a program that will try to steal your confidential information or keystrokes and forward them to a third party who will exploit it to profit themselves.
Trojan Horses: Named after the infamous Trojan horse left by the Greeks outside Troy during the great Trojan War. This is a program that claims to be one thing (like a game or useful application) but is really something else.
Viruses: A program that is designed to spread from application to application by attaching itself to the code of your computer. These types of programs can carry a destructive payload that can damage your data or operating system
Worms: A program that is design to spread from computer to computer over a network by exploiting vulnerabilities in a computer’s operating system or services. This type of malware can carry a destructive or malicious payload.
If malware isn’t enough to worry about, there are even other types of threats. These threats come in several different types of attack vectors (e.g. a path or means by which an attack is exploited) such as e-mail, IM, web browsing, phone calls, etc.
Spam: Unsolicited e-mail from an individual or company, generally wanting you to buy a product or make some investment. Your best defense from this menace is to use an e-mail service that offers this feature or use an e-mail client that has spam filtering.

Example: SPAM Ad
Botnets: A small to large group of computers that hackers have taken over to use in a mass malicious attack (such as DDoS, send spam, etc.). To make sure that your system is not part of a Botnets, you need to be certain that you scan your system with up-to-date anti-malware software.
Exploits: Bugs left in the operating system and applications that are used by malware to take over your computer, such as buffer overruns and more. To protect yourself, you need to keep your computer’s operating system and its applications updated.
Social Engineering: This is when a person pretends to be someone they’re not in order to acquire confidential information that they’re not supposed to have. This information is then used to perform identity theft such as accruing credit cards or get loans in your name.
Scareware: Beware of pop-up ads that look like real anti-malware infection dialogs or other types of utilities, this type of software is constantly changing. These ads generally tell you that your computer is infected by some type of malicious software or that it found something wrong and you need to go to their site to download their utility to fix it. Generally if you follow the instructions that the ads provide, this software will probably infect your computer with some type of virus or spyware. So if you see these ads just ignore them.

Example: Fake Anti-Malware Popup Ad
Phishing: Is a social engineering attack designed to get you to reveal confidential information. One popular example is if you receive a fake e-mail that looks like it from a legitimate company that tries to get you to go to a phony web site (known as Pharming) to reveal your user account information.

Example of a Phishing letter
Anyone dealing with information security doesn’t have to worry about being bored. Existing threats are constantly being updated and new types of are being created. Below is a list of some of the popular new types of attacks:
Blended Threat – A malware application that uses a combination of different attacks against a target to achieve its objective.
Zero-Day Attack – These are computer attacks that use undisclosed or unknown computer vulnerabilities. Generally once these exploits are discovered most software developers try to fix them quickly and release hot fixes for the exploit.
Scam artists International and domestic are constantly coming with new schemes to defraud people. Being on the defense online can help you minimize your chances of being defrauded.
Quick Tips
Beware playing foreign lotteries over the Internet, most if not all are scams.
Don’t agree to deposit a check from someone you don’t know and then wire money back.
Don’t respond to e-mails that ask for your personal or financial information.
Get all promises in writing and review the terms of a contract carefully before signing it.
In the event of a natural disaster or other crisis, give to established charities.
Read your monthly financial statements, report any problems you find.
Talk to your doctor before buying health products or signing up for medical treatments.
Watch out for scams try to get you to send money to someone you don’t know.
When considering an investment, research it with a financial advisor or search the web.
This section covers how to protect yourself against popular web based rip-offs.
Search Engine Poisoning (aka Spamdexing): When a web site operator will sometimes uses hacker techniques to try to manipulate search engine results to try to improve their placement in the returned results for certain keywords. Ideally if you’re a web site, you want to be in the top of the returned results of a web page to get the highest traffic, so it’s the most coveted.
This technique is used to target keyword words and phrases search (such as screensavers, free games, work from home, web linkz, Powerball, taxes, etc.) to trick people into visiting a site and getting infected or downloading some type of file that infects them.
This technique is also used by phishing web sites to try to rip-off traffic from other popular sites to steal visitor’s personal information.
Social Network Exploits: Social engineers are using public information found about individuals published on social networking sites (such as Facebook and Twitter) against them or for purposes of fraud. Generally we trust people in our social networks because we might know them in real life, but scammers want to leverage that trust to trick you into doing something. Two popular examples of how a scammers are leveraging hacked accounts:
Claiming to be a friend stuck in a foreign country and needs money wired to them right away. If you get a message like this, call or e-mail your friend and verify if they’re really in a foreign country.
Publishing malicious links to malware or phishing sites. These links often include short URLs, so that the real site’s address can be obfuscated. To find out where a short URL leads, use a URL expander (such as http://www.clybs.com/urlexpander or http://longurl.org/).
Online Auction Fraud: There are several different types of scams in this category, ranging from fake merchandise to different types of payment fraud.
Makes sure to read the sellers feedback before making any purchases from them. If there are several complaints about a seller, then being skeptical is the rule.
Many consumer protection laws don’t apply to private sales by an individual. If there are numerous complaints concerning the same person or fraud has taken place then law enforcement agencies may take action.
Be cautious about dealing with sellers from another country. The distance and the different legal system can make resolving problems very difficult.
Make sure you understand the terms (such as price, shipping cost, type of payment and warranty or exchange information) of the auction before you bid on the item.
Some auction sites provide insurance to protect buyers from fraud and other problems. Others sites have links to 3rd party insurers that offer protection for a fee. Make sure to carefully read the terms of the policy, there are deductibles and other limitations to consider.
For expensive items consider using a legitimate escrow company that will hold the money for a fee until the buyer receives the merchandise. If there’s a problem, the escrow company can act as a mediator to help resolve the dispute. You should also confirm that the escrow company is licensed and bonded.
If a problem with the auction does occur, make sure to inform the auction sites about any types of suspected fraud. They will generally suspend or remove the seller’s account.
If the problem includes criminal intent, contact the following companies and agencies:
File a complaint with the Internet Crime Complaint Center.
Contact your law enforcement officials at the local and state level. Also contact law enforcement officials in the perpetrator's town & state.
If it’s a business file a complaint with the Better Business Bureau.
Warning: Beware of becoming a Money Mule. This is an on-line scam that preys on victims who are unaware that the money they have received or merchandise bought from online action sites are stolen property. In these scams, the stolen assets are transferred from the victim's country to the scam operator's country.
Work from Home: There are several types of scams like this that have been circulating for years. They promise to help you make big money by setting up your own home-based small business. These businesses have great appeal, but most are scams.
Several of these companies just sell you worthless training material. Ask to speak to some of the other home-based business owners that are using the material that they are trying to sell you and find out what they think about it.
For some types of work there can be legal requirements (certification or testing), for things such as medical billing, handling finances and selling insurance.
Get everything in writing before you sign.
The Federal Trade Commission’s (FTC) Franchise Rule requires franchise and business-opportunity sellers to provide detailed written information in a disclosure document at least 10 days before you pay any money or agree to purchase. There are some exceptions to this rule, but call the FTC 1-877-FTC-HELP (1-877-382-4357) to verify any claims that someone is exempt.
Any contract you sign should include all the terms of the deal and the promises that were made. You should have the contract checked over by an attorney before you sign it.
Call your local Better Business Bureau about the company and check if it’s real or has complaints filed against them.
Setting up any type of business requires a great deal of work, time and money. Make sure that there is a market for the product that you’re going to be selling.
There are legal requirements for setting up a small business like licenses, taxes and maybe even zoning issues.
Merchandise Scams: Buying merchandise on the web has become a very common. All major store chains generally have an e-commerce web site that compliments their retail operation. For all the mega-sites out there, there are also several smaller web sites selling the same goods, sometimes at much lower prices. Although these smaller sites could be fly-by-night companies that take your money and you won’t see them again.
If you’re unsure about a retailer, check them out with the Better Business Bureau. Also go to your favorite search engine and do a search on the company’s name or URL. See if anyone has posted any complaints against them.
Check the site’s return policy sometimes the terms may not be as favorable as the larger web sites.
A web site might have low prices, but watch out for high shipping and handling fees.
If the deal is too good to be true then it probably is. The web site could be going out of business and you may never see your merchandise.
Before you ever give a web site any personal information over the Internet, make sure that the session is encrypted. Look for the HTTPS in the web site’s URL (e.g. https://www.example.com).
The safest way to pay online is with your credit card because you can dispute the charges if the merchandise never shipped or the goods were misrepresented. Federal law also limits your liability to $50 if someone makes unauthorized charges to your account, so report these problems promptly (see Truth in Lending Act, Fair Credit Billing Act, 15 USC sec. 1601).
Debit card have less protection against fraud. A debit card user can be liable for the total amount of the loss depending on how quickly it’s reported to the financial institution (see Electronic Funds Transfer Act, 15 USC sec. 1693).
This section covers how to protect yourself against popular real world scams.
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