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Back to the
Future

In 1981 Alistair Kelman and Richard Sizer wrote a
book on the admissibility and reliability of computer evidence
called “The Computer in Court”. At the time Alistair was a young
patents barrister who had been making his name in civil computer
software litigation and Richard Sizer was Chairman of the
Professional Advisory Board of the British Computer Society. They
had previously written a Special Report for the British Computer
Society with the less than thrilling title "Admissibility and
Reliability of Computer Evidence in Civil and Criminal Cases" which
had been submitted as evidence of a need for a change in the law to
the Home Office (and which subsequently led to the inclusion of
Section 69 regarding Computer Evidence in the Police and Criminal
Evidence Act 1984). But back in 1981 they simply wanted to put
their ideas before a wider public.




Although, at the time, Alistair had virtually no
practical experience in criminal law he came up with the idea of an
imaginary court case in which a person was wrongly accused of a
crime through the failure of his employer to adopt proper data
processing practices. Mindful of his then lack of practical
criminal experience and the fact that the imaginary "Misleading
Cases" of Sir Alan Herbert were sometimes cited in foreign
jurisdictions as being actual judgements of the UK courts, Alistair
set about ensuring that there would be no such confusion by giving
all the names of the characters in the imaginary case the names of
up-market ice creams in a branch of Baskin Robbins.




Hence welcome to the world of Professor Chocolate
Chip, Mr Honey-Bunny as Counsel for the Defence and Mr
Toffee-Almond, Counsel for the Prosecution. The fictional case
anticipated the general use of bar coding in retail sales and the
use of video in the courtroom. Subsequently in an English Law
Commission Report on Computer Evidence the analysis of the issues
set out by Alistair and Richard was cited with approval.




The book "The Computer in Court" went out of print
during the 1980s and, in consequence, all rights reverted to
Alistair Kelman and Richard Sizer. In 2009 Alistair (with Richard
Sizer’s blessing – and Richard gets his share of the royalties of
this e-book) decided to re-publish “The Computer in Court” as an
e-book under his sole name. Here it is together with an Epilogue
from Alistair which explains "what happened next".




The original edition had a lengthy explanation
followed by the drama and then more explanation. For modern readers
who demand “instant gratification” this is less than satisfactory.
Accordingly Alistair has rejigged the order of the book so that the
drama comes first and the explanations follow it. Thus we now begin
with Chapters 4 to 7 and then go back to Chapter 1.




Please note that all the performing rights to this
drama are reserved. Schools and colleges who wish to perform the
drama contained in "The Computer in Court" must apply for a
complimentary public performance licence that, for non-commercial
ventures, is unlikely to be refused.


Foreword




We are living through a
revolution in the way information is handled. This is the
inevitable consequence of the advances in microelectronic
technology and it is certain that our methods of capturing,
storing, retrieving and receiving information will be completely
changed before the end of the century. The effect of the use of
computers cannot bc left undebated and the nccd for constructive
criticism of the interface between the computer industry and the
judicial system is apparent and essential for our system of justice
to continue to work.





This book
sits astride the interface and is the first stage in that debate.
It explains the technology and its faults in as simple a manner as
is practically possible. It explains the law of evidence in a
similar way. It combines the two in an entertaining form by use of
an imaginary court case. But its lighthearted approach should not
be considered an indication of a lack of seriousness. For the book
uses courtroom drama only to illustrate and illuminate very real
problems that beset lawyers and computer professionals alike. Soon,
because of the growth in the use of microcomputers and word processors, almost
every document which comes before the courts will have been
produced by a computer. Already lawyers need to know how to
cross-examine computer personnel, what questions to ask to find
latent errors in a computer's output. Computer professionals
running computer installcltions need to appreciate the kind of
cross-examination they may encounter when placing printouts in
evidence. Computer professionals, such as myself, who find
themselves called to give expert evidence in the courts need a
limited understanding of the law of evidence and procedure. This
book provides us all with the introductions we
need.




I commend it as essential
reading to lawyers and computer professionals alike. Its suggested
method of proving that computer evidence is reliable is of
particular importance. The gaps it indicates in the law caused by
out-of-date statutes should be noted and filled at the earliest
opportunity by Parliament. Above all the book is a filip to
professional standards in the computer industry, something which I
can fully endorse.




Douglas A.
Eyeions

Director
General

Computing Services
Association



Chapter
4


The Computer as a
Witness I





The Case of
Grapefruit Sorbet




Cornet
Supermarkets in 1982 installed a laser checkout system which read
the bar codes (those funny lines of varying thickness) on packets
of groceries. As customers' groceries were scanned the sale was
automatically noted on the till which printed out a detailed
receipt and logged the sale in a local computer. This, in turn,
communicated with a central computer at headquarters to provide
information for re-ordering. Cornet Supermarkets also had a special
telephone order service whereby an order was taken by an operator
at headquarters and then sent electronically to a branch near the
customer where it was made up, wrapped, addressed and delivered by
van. The customer paid by quoting the number of a store credit card
over the telephone at the time the order was placed.




Mr
Grapefruit Sorbet was a shelf-filler at a branch of Cornet
Supermarkets. He was eighteen years old, popular and ambitious,
attending evening classes at his local polytechnic in electronic
data processing, and planned to become a computer operator. On
Thursday, January 23 he had an argument with the manager because of
time he had spent in the computer terminal room developing a
program that was part of his evening class studies. He refused to
promise that he wouldn't do it again so the manager suggested that
he work out the rest of the week and then leave. Grapefruit agreed
and left at 5.00pm on Saturday after collecting his pay and cards.
On arriving home he found a package on his doorstep from Cornet
Supermarkets, which on opening he found to contain two bottles of
champagne, some tinned oysters, fillet steak and a jar of Beluga
caviar - all wrapped up and bearing the machine-printed label
giving his name and address. Thinking it was a farewell gift from
his friends at the supermarket he and his girlfriend later ate the
steak, oysters and caviar and drank the champagne. On the Monday he
telephoned one of his friends at the supermarket intending to ask
him to thank the staff for their gift but was told that they had
not sent him one.




On the
Tuesday a policeman arrived to ask him some questions. It later
transpired that according to the computer records maintained by
Cornet Supermarkets, Grapefruit had ordered groceries by telephone
and had then charged them up as stocktaking loss items so that no
invoice was generated. Grapefruit could offer no explanation as to
how his address had appeared on the list of completed orders. The
police charged Grapefruit with theft of the groceries later the
same afternoon.




Normal
police procedure was followed: Grapefruit was allowed bail without
surety because he had no criminal record. The case came up on the
following Monday before magistrates where it was adjourned while
Grapefruit was granted Legal Aid, and the prosecution prepared the
case against him. Grapefruit meanwhile saw his solicitor who
advised him that he should try and have the matter tried in the
Crown Court rather than being tried in the magistrates court
because there were complex questions of law and there was a higher
chance of an acquittal before a jury. The solicitor had been sent
copies of the statements and took the view that there was a case to
answer and Grapefruit should apply for a formal commital for trial
in the Crown Court so that the magistrates did not have to look at
the evidence. Committal proceedings occurred in the Magistrates
Court two weeks later and bail was renewed without surety.
Grapefruit's solicitor prepared a brief to counsel containing the
statements tendered at the commital and Grapefruit's version of
events. Grapefruit's counsel, Mr Honey-Bunny, then worked on these
papers, had a conference with Grapefruit, looked up the law and
prepared the case for trial.





The Trial of
Grapefruit Sorbet - Act 1

(Barnet
Crown Court, December 5th 1983 10.30am)




Usher
All rise

The judge enters, everyone bows and the judge sits
down.

Clerk of
the Court Put up Grapefruit Sorbet

Mr Sorbet is led into the dock

Clerk of
the Court Is your name Grapefruit Sorbet ?


Grapefruit Sorbet Yes

Clerk of
the Court Grapefruit Sorbet you are charged in an indictment with
obtaining property by deception contrary to Section 15 of the Theft
Act 1968 the particulars of the offence being that you, on the 24th
day of January 1983 without lawful excuse obtained property by
deception, namely fillet steak, oysters, Beluga caviar and
champagne belonging to Cornet Supermarkets Limited. To the charge
do you plead guilty or not guilty ?


Grapefruit Sorbet Not Guilty

Mr
Honey-Bunny, Counsel for the Defence, stands up

Mr Honey
Bunny Your Honour, before the jury is empanelled I have a motion to
quash the indictment concerning the admissibility of a key piece of
the prosecution's evidence relating to the charge. Has your Honour
had an opportunity of reading the depositions ?

Judge I
have been able to glance through the statements - are you sure Mr
Honey-Bunny that this is the right time to make such an application
? The prosecution has not opened their case and they might not rely
upon the statement you object to.

Mr Honey
Bunny Your Honour, I have already spoken to my learned friend and
he will be relying upon this key piece of evidence; it is at the
heart of the case. If I am successful in this application it is
likely that the charge against my client will have to be dropped
and all the time taken in swearing in a jury will have been
saved.

Judge Mr
Toffee-Almond, what are your views on this ?

Mr
Toffee-Almond, Counsel for the Prosecution, stands up

Mr
Toffee-Almond There are complex legal issues, your Honour, and we
might well take the rest of this morning arguing them. I agree with
my learned friend that this might be the time to deal with them
though I reserve my position on the question of costs

Judge
Thank you Mr Toffee-Almond. Mr Honey-Bunny you may
proceed.

Mr Honey
Bunny I am much obliged your Honour. I refer to the statement of Mr
Sandwich, the data processing manager of Cornet Supermarkets. In
this statement he says that an order was made up on the day in
question for the groceries supplied to Mr Sorbet. He makes the
statement by reference to an order listing produced by the Cornet
Supermarkets computer system. Each record on the listing consists
of three numbers:- the time, the order number and the customer
reference number. I submit, your Honour, that this statement is
hearsay and is not admissible under one of the exceptions to the
hearsay rule. Mr Sandwich's statement is founded upon this hearsay
and is therefore also inadmissible.

Judge
Your argument is therefore based on the admissibility of computer
evidence ?

Mr Honey
Bunny That's right, in particular on the admissibility of
automatically generated computer evidence It might help if I cite
my first case, The Queen against Pettigrew. The case concerned a
burglary in the north of England. A house was broken into and some
money was stolen. The money consisted of £650 in new £5 notes which
the victim of the burglary had obtained from the local branch of
the Trustee Savings Bank.. The Police arrested Mr Stewart
Pettigrew. At the time of his arrest three £5 notes were found in
his possession. At the trial the Prosecution attempted to put in as
evidence a computer printout from a Bank of England computer. That
identified the serial numbers of a bundle of some £5,000 worth of
notes that had been sent from the Bank of England to a bank in
Newcastle, parts of which could be specifically traced through the
local branch of the Trustee Savings Bank and into the possession of
the victim of the burglary.




This
evidence suggested that the three new £5 notes found in Pettigrew's
possession when arrested might have come from the same series of
notes that had been given to the victim of the burglary. The
prosecution, with the jury absent, placed the printout in evidence
pursuant to the provisions of the Criminal Evidence Act 1965,
Section 1




Mr Honey-Bunny lifts a paper from his table and reads
out:

Mr Honey
Bunny In any criminal proceedings wehre direct oral evidence of a
fact would be admissible, any statement contained in a document and
tending to establish that fact shall, on production of the
document, be admissible as evidence of that fact if -

the
document is, or forms part of , a record relating to any trade or
business and compiled, in the course of that trade or business,
from information supplied (whether directly or indirectly) by
persons who have, or may reasonably be supposed to have, personal
knowledge of the matters dealt with in the information they supply
...




Your
Honour, Counsel for Pettigrew objected to this printout being put
in evidence on the ground that the Bank of England was not a trade
or business. The learned judge overruled that objection, the
printout was put in evidence and Pettigrew was
convicted.

Judge I
fail to see the relevance of any of this Mr Honey-Bunny.

Mr Honey
Bunny It will become clear in a moment, your Honour. Pettigrew
appealed his conviction and in the Court of Appeal his defence
counsel raised a different objection to the computer printout being
put in evidence. He said that the information recorded in the
computer printout was not information supplied by any person who
had or could reasonably be supposed to have had personal knowledge
of the matters dealt with in the information. The Court of Appeal
in exploring this point had to consider how the printout came into
being.




The
printout came from a machine which counted and checked newly
printed bank notes. An operator took a bundle of a hundred new
notes, noted the first serial number of the bundle on a card and
fed them into the machine. The machine noted the serial numbers of
the first and last notes in the bundle, had a look at each note in
turn and rejected those it thought were bad, noting down their
serial numbers. It finally outputted the bundle, which contained
notes running consecutively in series, save only in so far as the
machine had rejected certain notes.

Judge
The relevance of your submission is still not clear.

Mr Honey
Bunny It should become apparent in just a minute, your Honour.
Their Lordships after due deliberation held that the numbers on the
notes which are regarded as having been rejected could never be
said to be in the personal knowledge of the operator or in the mind
of anybody. One could impute knowledge to the machine but the
operator could never be said to have had knowledge of the rejected
notes. Pettigrew was acquitted and the Court of Appeal expressed
the view that the point was highly technical and exposed a gap in
the Criminal Evidence Act 1965.

Judge
Very good, Mr Honey-Bunny, now what is the relevance in this case
?

Mr Honey
Bunny Mr Sandwich has deposed and will doubtless state in evidence
that the good in question were ordered at 4.23 on the Friday
afternoon. Mr Sandwich made this statement by looking at a
computer-generated printout which, I submit, is inadmissible
evidence as hearsay and is not covered by the statutory exemption
in the Criminal Evidence Act 1965. The time and the order number,
both highly relevant to the interests of the Defendant, are
automatically generated by the computer itself and are not the
result of a human operator.

Judge
Can you be a little more explicit, Mr Honey-Bunny ?

Mr Honey
Bunny I'll try, your Honour. As you know from reading through the
depositions Cornet Supermarkets have a telephone ordering service.
A customer telephones the Head Office and a telephone operator
equipped with a computer terminal takes the call.




The
customer gives an account number and the operator types this in. A
personal question is appears on screen, normally something like
"What day is your mother's birthday?" and the operator reads this
out and types in the reply from the customer. If the correct answer
is given the operator takes the customer's order, and by typing
commands at a keyboard, debits it to the customer's account and
types in the address to which it is to be sent if this differs from
the normal account address. The order is then transmitted to the
nearest local supermarket for make-up, labelling and despatch. Now
when the operator gets the right answer (the validation), the
computer automatically assigns a number to the order that is about
to be typed in, an order number. This number does not appear on
screen. It would only confuse the operator and is taken from a set
of numbers on file in the computer. When the order has been typed
in, the computer checks if the goods are available at the local
supermarket and that the value of the order does not exceed the
customer's credit rating. It then calculates the time of day from
an internal device called a real-time clock and makes and internal
record which consists of three numbers: the time of day, the order
number and the customer number. These are printed out later as
required.




I submit
your Honour, that on the printout so obtained neither the time of
day nor the order number is admissible as evidence because they are
not pieces of information supplied by persons who have personal
knowledge of the matters dealt with in the information they supply.
They are pieces of information generated by machine action alone
and are outside the class of admissible hearsay evidence. Since Mr
Sandwich's deposition is based totally on this hearsay evidence it
is inadmissible.

Judge I
see Mr Honey-Bunny. Mr Toffee-Almond, what do you have to say ? Mr
Honey-Bunny's arguments are logically attractive - we cannot get
the computer to take the oath and testify; or can we ?

Mr
Toffee-Almond No your Honour, but I think we can distinguish the
present case from Pettigrew. First of all I submit that a computer
gives real evidence and not hearsay evidence, in the same way that
a bloodstained knife found at the scene of a murder gives
fingerprints. You cannot cross-examine an inanimate object like a
knife but you can get an expert to examine the object and express a
professional opinion about it.

Judge So
what is your view on the Pettigrew case ?

Mr
Toffee-Almond I feel that the prosecution approached the problem in
the wrong way. An expert should have been called to give opinion
evidence concerning the note-counting computer, testifying as to
the working conditions and the reliance that could be put on it.
The expert could then have placed the computer printout in evidence
in support of his testimony. I propose to place the Cornet
Supermarkets' printout in evidence by the same means as real
evidence.

Judge Mr
Honey-Bunny, do you wish to reply ?

Mr Honey
Bunny Yes, your Honour. It is settled law that expert evidence must
be based on admissible evidence. An opinion given by an expert
based on his examination of hearsay testimony is not admissible.
Let me put it this way. Supposed I wanted to prove that a
fingerprint was that of the accused in a murder case. My learned
friend suggests that I could call an expert to testify that he had
conducted a delphic poll of a series of Home Office approved
forensic examiners who had seen the fingerprint and believed it was
that of the accused. You, your Honour, would exclude such testimony
on classical grounds, stating that although such evidence was
admissible as to the beliefs of the Home Office experts it was not
admissible as to the maker of the fingerprint. The computer
believed that the time of 4.23pm, the account number and the order
number in question are associated. English law has always excluded
evidence where the deponent was unable to be cross-examined because
cross-examination distils truth from opinion. Computers cannot be
cross-examined; I cannot distil truth from a mass of silicon
chips.

Judge
Yes, Mr Honey-Bunny, but computers, unlike humans, do not express
opinions, they state facts. In this case we are dealing with two
facts; an order number and a time of day, both of which were
produced by the computer automatically.

Mr Honey
Bunny I know, your Honour, but they are not pure facts capable of
interpretation, they are derived facts. The computer has taken raw
data and at a given time has processed it producing information
which it offer to us as facts.

Judge
Yes, but it has derived the information from the data by following
a logical process in a program. A computer cannot have an off-day,
be caught with a hangover or feel malice towards a defendant. True,
it derives the information from the data but it does so in a
precise, reproducible manner according to the instructions
contained in programs. I feel that you have an interesting argument
for an appeal against a conviction, if this proves necessary, but I
do not totally exclude the evidence just on a technical argument.
Shall we swear the jury in ?






Chapter
5





The Computer as a
Witness II








Act 2 Scene
1

The Computer as
Witness

A jury has now been sworn in

Clerk
of the Court Members of the Jury. The defendant, Grapefruit
Sorbet, stands charged in an indictment with obtaining property by
deception contrary to Section 15 of the Theft Act 1968 the
particulars of the offence being that he, on the 24th
day of January 1983 without lawful excuse obtained property by
deception, namely fillet steak, oysters, Beluga caviar and
champagne belonging to Cornet Supermarkets. It is your charge,
members of the jury, having heard the evidence to say whether he be
guilty or not guilty


Judge Yes Mr Toffee-Almond

Mr
Toffee-Almond May it please your Honour. Members of the jury, I
appear in this case for the prosecution and my learned friend Mr
Honey-Bunny represents the defendant. You have heard the charge
against Grapefruit Sorbet, the obtaining of some expensive
groceries by deception. It is now my task to explain to you what
the prosecution seek to prove against Mr Sorbet but, before I do,
let me say that in this case, as in every criminal trial, it is for
the prosecution to prove the case against the defendant and prove
the case so you are satisfied that you feel sure of guilt. If you
are finally left in doubt then you acquit the defendant.




Mr
Sorbet was employed by Cornet Supermarkets. On Thursday,
23rd January, the manager terminated his employment to
be effective from the Saturday. Late on the afternoon of Friday
24th January, an order was placed on the computer system
that resulted in expensive groceries being delivered to Mr Sorbet's
home address on Saturday 25th January with the charge
being billed as a stocktaking loss. The case for the prosecution is
simply that it was Mr Sorbet himself who placed the order in the
computer intending to obtain the property, groceries, without
paying for them. If after hearing the evidence you find those facts
proved you must find the defendant guilty. And now with his
Honour's permission I shall call the evidence before you. Call
Pablo Picashew.

Mr Pablo Picashew, the store manager is called and sworn
in

Mr
Toffee-Almond ... Mr Picashew, you are the supermarket manager
at the branch of Cornet Supermarkets where Mr Sorbet worked
?

Mr
Pablo Picashew Yes.

Mr
Toffee-Almond Could you tell the court what happened on
Thursday, January 23rd, in the supermarket ?

Mr
Pablo Picashew Yes, I fired Grapefruit for ...

Mr
Toffee-Almond That's fine, Mr Picashew, about what time did you
fire him ?

Mr
Pablo Picashew It was just after two. I know since I had come
back from lunch and found him ...

Mr
Toffee-Almond That's fine, Mr Picashew. Now what happened
subsequently ?

Mr
Pablo Picashew I don't understand.

Mr
Honey Bunny As far as the defence are concerned there is no
dispute that Mr Sorbet was not on the supermarket floor at around
4.00pm on Friday , January 24th so I have no objection
if my learned friend leads Mr Picashew on these matters.


Judge Thank you Mr Honey-Bunny

Mr
Toffee-Almond I am grateful to my learned friend. Now, did you
try and find Mr Sorbet around 4.00pm that afternoon ?

Mr
Pablo Picashew Yes. I put out several Tannoy announcements and
I even asked the till girls to tell him I wanted to see him
again.

Mr
Toffee-Almond Why did you wish to see him again ?

Mr
Pablo Picashew I wanted to try to reason with him. I felt that
if he apologised and agreed not to use the terminal again then
...

Mr
Toffee-Almond Thank you Mr Picashew. When did he finally appear
?

Mr
Pablo Picashew At ten to five he walked into my office. I asked
him where he had been and why he had not answered
before.

Mr
Toffee-Almond What did he say ?

Mr
Pablo Picashew He became abusive, said that he had been working
and had only just heard the Tannoy request.

Mr
Toffee-Almond Are all the Tannoy speakers working ?

Mr
Pablo Picashew All except the one speaker in the room
containing the computer terminals.

Mr
Toffee-Almond Can staff leave the store during the working day
?

Mr
Pablo Picashew Only by going through Security Control. Because
of pilfering there are guards on every exit who are required to
stop all staff leaving during shop hours. The Security Officer had
no record of him leaving. I 'd already checked.

Mr
Toffee-Almond So Mr Sorbet must have been in the store at the
time you called him ?

Mr
Pablo Picashew Yes.

Mr
Toffee-Almond How many Tannoy messages did you put out
?

Mr
Pablo Picashew Three. One just after four, one just before four
thirty and one just after quarter to five

Mr
Toffee-Almond So he came in response to your third Tannoy
request and said that he had not heard the first two ?

Mr
Pablo Picashew Yes.

Mr
Toffee-Almond Are there any other places other than the
terminal room where you cannot hear Tannoy messages

Mr
Pablo Picashew No . It's the only place in the
store.

Mr
Toffee-Almond Thank you. Your witness.

Mr
Honey Bunny I have no questions to put to Mr Pablo
Picashew

The prosecution have shown by the above testimony which has
not been disputed that Mr Sorbet was somewhere in the store between
four and four thirty but could not be found. His statement to Mr
Picashew that he had not heard the Tannoy announcement is slight
circumstantial evidence indicating that during that period he might
have been in the terminal room.


Act 2 Scene
2

Enter the
Computer Expert

Mr
Toffee-Almond I call Professor Chocolate-Chip

The Usher called Professor Chocolate-Chip who takes the stand
and is sworn in

Mr
Toffee-Almond Is you name Professor Chocolate-Chip ?

Prof.
Chocolate-Chip Yes

Mr
Toffee-Almond And are you Professor of Surrealist Mathematics
at Neasden University ?

Prof.
Chocolate-Chip Yes

Mr
Toffee-Almond Before you took up your present appointment you
held the chair in Information Systems Design at the University of
Hollywood in California ?

Prof.
Chocolate-Chip That is correct.

Mr
Toffee-Almond Would it be true to say that you are considered
to be and expert on computers and computer systems.

Prof.
Chocolate-Chip Yes

Mr
Toffee-Almond The U.S. Defence Department has sought your
professional opinion from time to time.

Prof.
Chocolate-Chip Yes on a number of national defence
matters

Mr
Toffee-Almond Now you have examined the computer employed by
Cornet Supermarkets ?

Prof.
Chocolate-Chip Yes, it is a Kamikaze DDB7 with an Asthma
operating system and a specially written suite of application
programs by Spaghetti Supermarket Software.

Mr
Toffee-Almond Would all three result in a reliable computer
system ?

Prof.
Chocolate-Chip Yes, very reliable. Kamikaze Computers have been
making computer for fifty-odd years and their products have been
used throughout the world by governments, commerce and industry.
The Asthma operating system is sound and the Spaghetti Company is
known internationally as a reputable software house.

Mr
Toffee-Almond Do you have any reason to think that the Cornet
Supermarkets' computer system was not working properly and was
producing inaccurate results ?

Prof.
Chocolate-Chip On the contrary. I have every faith in the
Cornet computer system. Especially after the numerous checks I ran
on it.

Mr
Toffee-Almond Tell the court about those checks.

Prof.
Chocolate-Chip Well I was asked to explain how the computer
produced the output that it did, covering Friday and Saturday
orders and delivery schedules. To do so I performed an on-site
investigation by a method known as simulation. I looked at the way
in which the computer was used, put in some fictional test data and
checked the various outputs produced. Inside the computer is an
electronic clock that is used to log the time of day at which an
event takes place, together with the date. I checked the
functioning of the clock and the date mechanism and found them to
be accurate. Next I put in a sample series of orders against real
and fictitious account numbers logging the time of insertion by
checking them against the computer's clock display of time and my
watch. In all experiments the computer worked perfectly and the
output records and messages on the console log and the line printer
listings were correct.

Mr
Toffee-Almond Your Honour, could the witness be shown the first
printout

A printout is given to Professor Chocolate-Chip

Prof.
Chocolate-Chip Yes that is the printout of my experiments. The
hand-written figures down the side indicate the time and the order
number I predicted which should be been selected by the computer.
As you can see there were no errors in over thirty results and the
log and the listing correspond.


Judge Let's call that set Exhibit 1 and Exhibit
2

Mr
Toffee-Almond Now can you tell me about your
simulations

Prof.
Chocolate-Chip Yes. I had tried and failed to order goods using
a fictitious account number. I found however that the computer
would accept a particular number, the stocktaking loss account
number without complaint.

Mr
Toffee-Almond Can you elaborate on this ?

Prof.
Chocolate-Chip Certainly. For database design reasons loss of
stock is treated as a customer account. I found that if I typed in
the loss account number the computer accepted this as a valid shop
account and I was able to order goods to any value. There was one
little snag though.

Mr
Toffee-Almond Oh, what was that ?

Prof.
Chocolate-Chip I had to answer a validating
question.

Mr
Toffee-Almond What was the validating question ?

Prof.
Chocolate-Chip It was rather an odd one. The computer asked
"What is my mother's name?"

Mr
Toffee-Almond Why was that not the normal sort of validity
question ?

Prof.
Chocolate-Chip It was odd because the question was not the
normal way round. Normally the computer asked what your
relative's name is rather than requesting information about its own
antecedents. The correct answer in this case was
"Cherry".

Mr
Toffee-Almond Your Honour, could the witness be shown the
second printout ?

Prof.
Chocolate-Chip Shown the printout Yes those are the
simulation results.

Mr
Toffee-Almond From your investigations can you suggest how the
evidence against Mr Sorbet came into existance ?

Prof.
Chocolate-Chip In my opinion that evidence could only have been
created by a person at a terminal ordering goods using the
stock-loss code

Mr
Toffee-Almond Thank you Professor Chocolate-Chip. Your
witness

Mr
Honey Bunny Professor Chocolate-Chip, you say you conducted
extensive tests on the computer system using simulation techniques
and your watch ?

Prof.
Chocolate-Chip That's right.

Mr
Honey Bunny When did you conduct these tests ?

Prof.
Chocolate-Chip Between April 7th and
10th

Mr
Honey Bunny I see. You tested the computer three months after
it had made the records with which we are concerned ?

Prof.
Chocolate-Chip Yes and it worked perfectly.

Mr
Honey Bunny But we are not concerned about how it worked when
you tested it, we are looking to how it behaved on January
24th and 25th. Now you are obviously familiar
with console logs as you mentioned them when replying to my learned
friend's questions?

Prof.
Chocolate-Chip Yes

Mr
Honey Bunny Will you explain to the court please what such a
log is used for ?

Prof.
Chocolate-Chip A console log is used to check on the correct
operation of the computer - it records time continuously and shows
other information, for example when hardware and software errors
occur.

Mr
Honey Bunny Were you able to obtain the logs for the relevant
periods, January 24th and January 25th
?

Prof.
Chocolate-Chip Most of them. There was a period of several
hours on tow occasions for this the log appeared to be
missing.

Mr
Honey Bunny Were you able to determine how many faults had
occurred ?

Prof.
Chocolate-Chip Yes. Between January and April the log showed
four events - two close together, the others some time later - and
I was able to see from the operator's diary that they resulted from
routine service calls

Mr
Honey Bunny What happened on each occasions ?

Prof.
Chocolate-Chip Well on the first two the engineers found a
faulty visual display unit used by the operator and a faulty disk
channel. On the VDU the terminal screen was flickering. They
changed this for a new one. A faulty disk drive was also changed.
The third time the computer tripped out because of overheating.
This was traced to a faulty fan. The last time an operator spilled
a cup of coffee into the line printer which needed a new tractor
mechanism, printer barrel and ribbon

Mr
Honey Bunny So the computer you tested in April had a new
operator terminal, disk drive, cooling fan and parts of a line
printer ?

Prof.
Chocolate-Chip Yes, so what ?

Mr
Honey Bunny Please let me continue. Now the Kamikaze computer
system uses the Asthma operating system ?

Prof.
Chocolate-Chip Yes

Mr
Honey Bunny What version of the operating system was running on
the computer on the date that you tested it ?

Prof.
Chocolate-Chip Version 2.6

Mr
Honey Bunny And what version was running on January
24th and 25th ?

Prof.
Chocolate-Chip So far as I can tell it was version
2.6

Mr
Honey Bunny Why can you not be certain ?
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