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Course Description

This very readable and thought-provoking course is
the result of extensive research into expert opinion, government
documentation, current studies, and current practices by practicing
therapists on the cutting edge of telehealth. The rapid expansion
and innovation of telehealth in the mental health field reflects
the pervasiveness of computer and telecommunications technology in
our lives. This is creating important opportunities for improved
services and access. At the same time, telehealth practices and
technologies pose substantial legal and ethical challenges.

This course provides a solid understanding of
current telehealth media. It also familiarizes the participant with
media their clients may be using. The course covers all ethical and
legal areas being affected by telehealth, including safety,
privacy, working across state lines, government access to records,
encryption, contraindications, benefits and motives for telehealth
practices, and much more. The participant will have practical,
defensible guidelines for ethical and legal telehealth practice.
The participant will be linked to an extensive, categorized,
annotated list of resources that is maintained by the author.

The course includes a sample form: Private
Practice Policies for Tele-Mental Health in a generic
fill-in-the-blank format plus suggestions for customizing it to
your practice.
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Learning Objectives

By the end of the course, participants will be able
to:

Define key terms, including telehealth, tele-mental
health, and e-therapy.

Identify and describe the media used in
telehealth.

Identify current legal issues in telehealth.

Seek consultation or other information services in
order to be legally compliant when engaging in telehealth
activities.

Interpret the ethical challenges in telehealth
according to accepted ethical guidelines for telehealth activities,
including new or novel circumstances that arise from factors such
as technological innovation.

Identify the motives for using telehealth
practices.

Identify the strengths and weaknesses of the
technologies most used in telehealth practices.

Abide by ethical guidelines when engaging in
telehealth activities, including:

Maintain safety.

Maintain privacy despite the challenges posed by
electronic communication.

Avoid using electronic media when sufficient privacy
cannot be adequately ensured.

Determine the level of privacy needed for the various
telehealth activities

Work with clients that can benefit from telehealth
practices

Identify risks or drawbacks in the use of specific
telehealth practices

Working within legal scope of practice, and scope of
competency while adopting telehealth practices.

Work with clients in geographical or government
boundaries that are permitted and appropriate

Gain informed consent for telehealth practices

Have emergency policies that account for telehealth
practices

Maintain legal compliance with state and federal
laws, including HIPAA.

Make sure that websites and other online media and
information published are legally compliant, such as maintaining a
privacy policy as required.

Acquire and manage all forms, agreements, and other
clinical and administrative records appropriately.

Maintain security of electronic data systems and the
data itself.

Monitor and manage the online reputation of the
professional and the organization.

Assist clients, within reason, in maintaining safety
and well-being online

Operate within the requirements of existing
malpractice coverage.

Ensure that telehealth services are delivered with
adequate cultural and linguistic competence for the populations
designated to receive it.
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Foreword:
Sources and Approach to this Course

This program has been developed from diverse sources,
including major national telehealth and other clinical
organizations, clinical, technical, and legal experts, federal and
state legislation, government documents, and peer-reviewed
journals. It is designed to be of use to practicing clinicians that
may not have a great deal of knowledge about computer technology.
Its foundation is the needs that give rise to the use of
telehealth, such as those that arise in under-served populations.
In addition to practical fundamentals, it includes information as
to cutting-edge innovations in technology and society that help put
current telehealth developments and opportunities. into
perspective. Every effort has been made to produce a balanced
course that recognizes that this is a relatively new area in which
legislation, case law, and clinical efforts are under development
and subject to change.
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Introduction



The reader is by now well aware that diverse and
widespread electronic communication is pervasive, affecting many
areas of our lives. Media such as instant messaging (IM), email,
and telecommunications ranging from hard line phones to the
audio-video capacities of Skype have replaced face-to-face meetings
and dramatically increased the type and volume of data that we can
manage. We engage in personal and business communication for
working from home, doing banking, shopping, and many other
activities. And those are merely some of the more commonplace
expressions of the new electronic world of communication.

Taken for granted: Electronic
communication is so well embedded into our lives, that we may not
always realize that it can be characterized as electronic
communication, and that as such, it is pioneering in the sense that
the rules for ethical and legal electronic activities are new and
rapidly evolving. Media reports of controversies over privacy,
government intrusion, and even the role of virtual communities and
communication in crime, terrorism, and democratic revolution remind
us of the unsettled nature of this domain.

This unsettled nature requires mental health
professionals to develop policies and be aware of changes to the
landscape in order to provide quality care and avoid unnecessary
criminal or civil liability. Our increasing comfort or even
nonchalance with electronic communication, including telehealth
activities, can make us vulnerable to legal and ethical
problems.

The need for caution: We may be
tempted to compare the current state of electronic communication to
the use of the telephone, saying that such media only amount to an
added convenience. However, the issues covered in this course will
show that there must be a systematic consideration of the issues.
That mental health services are behind medicine in systematically
implementing these new media makes this all the more of a
concern.

There has already been a dramatic surge in
the use of electronic communications by mental health professionals
and organizations. There is ample reason to believe mental health
services and administration will make increasing use of electronic
communication methods in the coming years.

Incentives for adoption: There are
many incentives for adopting electronic communications in mental
health. They range from business needs and public perceptions or
expectations, to the need to reach populations that have been
under-served and that can benefit from these new media. A
potentially negative influence is the desire to save costs, as this
could incentivize substandard care. Fortunately, there are numerous
examples of appropriate and successful deployment of telehealth
media, with surveys of clients producing positive results. The U.S.
military has been an early adopter and has documented such results.
(Folen, Jones, Stetz, Edmonds, & Carlson, 2010)

There is also the matter of integration of
electronic communications with additional electronic features that
enhance services and management. These include the orchestration of
media to enhance therapy, somewhat like bibliotherapy; the
prescription of reading to augment therapy that began long before
the advent of the personal computer. Among the more advanced
versions of this are computer-assisted therapy modes. These include
using virtual worlds for desensitization in PTSD and for behavior
rehearsal in Asperger's syndrome.

During this course, we will cover a number of
modern manifestations of telehealth and e-therapy technology and
the media that have come to be so pervasive.

Convergence: We are witnessing the
convergence of technologies and innovations that have been more or
less separate. The melding of some features has become so familiar
that we may not think of them as constituting convergence. There is
every reason to believe that convergence will continue in useful
and fascinating ways. Consider these technologies that have merged,
at least to some degree, and are likely to serve us in current and
new forms in mental health practice: Mobile devices, automation,
recorded media, interactivity, game technology, digital
communication methods, massive data aggregation, sensing
technology, and, of course, human delivery of mental health
interventions.

What's now: This
convergence will require much development of law, ethical
guidelines, technological standards, research, and practical
experience before there a consensus on standards of care for a
familiar set of practices and tools in tele-mental health. Pending
that, this course relies upon applying existing,
accepted ethical guidelines and law to current and emerging
scenarios of tele-mental health practice, expert recommendations,
and successful application of telehealth media that are taking
place in diverse arenas.
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1. Is Telehealth Effective? Who is
it For?

Yes: In a word, yes. But for whom, under what
circumstances, with what policies and technologies, for what
diagnoses, and with what kind of providers and systems? A great
deal of research attention is being brought to bear on these
questions. Research and successful utilization are confirming that
telehealth can benefit many clinical populations.

Confidence: Enough research and
surveys have been conducted to give us confidence that telehealth,
including e-therapy can provide high client satisfaction as well as
good clinical outcomes. (Taylor, Symonette, & Singleton, 2009)
The first large metastudy considered all (92) studies done up to
March, 2006. They found that telehealth was as effective as live
therapy for a range of problems. (Barak et al., 2008).

It will be years before there is a
well-fleshed-out list of conditions that are proven to respond well
to therapy through telehealth media. The landscape will be further
complicated by the amount of change in what constitutes therapy.
This is because of the integration of interactive and automated
media. There is already an array of iPad and computer applications
for clients and therapists that range from basic self-help
functions to complex treatment, diagnostic, and record-keeping
aids.

Specific diagnoses and issues: The
state of research on tele-mental health and the more typical
e-therapy applications of video conferencing is very promising,
though much of it tells us that more research is needed (i.e.,
replication, larger populations). Reporting on a metastudy on
tele-mental health (including telephone, video conferencing, and
other Internet interventions), Hailey, Roine, and Ohinmaa (2008)
state that they "identified 72 publications on telemental health
(TMH) that reported clinical or administrative outcomes. Of these,
65 papers described clinical studies and 32 (49 percent) were
judged to be of high or good quality." Research on video
conferencing interventions suffered from less quality.

The authors reported promising results for
specific problems: "There was evidence of success with TMH in the
areas of child psychiatry, depression, dementia, schizophrenia,
suicide prevention, posttraumatic stress, panic disorder, substance
abuse, eating disorders and smoking prevention. Evidence of success
for general TMH programs and in the management of
obsessive-compulsive disorder were less convincing. The majority of
the papers (82 percent) were judged to warrant further study
indicating a continued need for good-quality studies on the use of
TMH in routine care."

Telehealth modalities: Despite
concerns about quality of studies voiced by the paper's authors, an
earlier study which was the first large metastudy came to
conclusions that give us some ideas about effectiveness of
telehealth modalities. The metastudy considered all (92) studies
done up to March, 2006. They found that telehealth was as effective
as face-to-face therapy for a range of problems. (Barak et al.,
2008). 14 of the studies directly compared the two approaches,
allowing analysis of their results as well as the overall corpus of
studies. Theoretical orientations used in telehealth interventions
were primarily CBT, psychoeducation, and behavioral.

Let's turn to a comparison of media that were
examined other than direct interaction with a therapist. Web-based
therapies that used interactive sites were more effective than
those using static sites. (Interactive sites have enough automation
to allow the client to interact with the site, such as taking a
quiz. Static sites have information and images, possibly video,
that are not automated for interaction other than actions such as
clicking on links.) Closed sites showed more effect than open
sites. ("Closed" referring to sites that requires registration for
access to content and features.) This may be because of more active
filtering and assessment to ensure a fit for the treatment, because
of higher quality interaction in forums (discussion areas), or
greater commitment on the part of clients.

Asynchronous sites were not significantly
less effective than synchronous sites. In other words, real-time
interaction was not shown to be an advantage for the contribution
of websites to tele-mental health interventions. Asynchronous modes
such as discussion forums where people leave messages for later
responses or involving email showed good effectiveness.
Continuing research support: Newer studies are continuing
the trend of reporting similarities between outcomes between
face-to-face and video conferencing interventions. This has even
been shown in group therapy. Greene, Morland, Macdonald, Frueh,
Grubbs, and Rosen (2010) report on a study of 112 veterans with
PTSD and severe anger problems that were treated in video
conference groups and face-to-face groups. "No significant
differences" were found in outcomes or even process variables such
as " therapeutic alliance, satisfaction, treatment credibility,
attendance, homework completion and attrition." There was somewhat
less experience of alliance with the group leader in the video
conference groups. Those who had the strongest alliance achieved
better anger control. This did not affect the aggregate outcomes,
however.

A small study of patients with OCD delivered
solely via teleconference and cell phone showed good effectiveness
for the condition, as well as very high client satisfaction with
the delivery formats. (Vogel, Launes, Moen, Solem, Hansen, Haland,
& Himle, 2012)

Clinical common sense: For now, the
best advice from an ethical perspective is to follow the soundest
time-tested principles, but to adapt them to these new scenarios.
This attitude is very much reflected in the model California law on
telehealth and the ethics guidelines of the American Psychological
Association. With that in mind, we will now view some examples of
this from ethical topics that are especially of concern when
considering telehealth.

Consumer satisfaction: A large percentage of
the public take various forms of electronic communications for
granted, and are very aware of the benefits. As important as it is
to be watchful of contraindications and limitations of telehealth,
the public in general may be better adapted to these modalities
than many mental health professionals. In early adoption of mental
health videoconferencing by the military, consumers responded well,
despite that fact that video quality was inferior to today's
standards. In subsequent surveys, they continued to rate this
modality high. In fact, these consumers rated it substantially
higher than face-to-face communications. (Folen, Jones, Stetz,
Edmonds, & Carlson, 2010)

Discrimination or improved service?
The greater the need for telehealth modalities, the greater the
incentive to push the envelope. This is evident in attempts to
improve access for under-served populations. This effort brings to
the foreground ethical principles such as putting the interest of
the client ahead of the clinician or system, acceptance of
diversity, and the need to be relevant to less educated and more
socioeconomically stressed populations. This means we must take
care not to make guinea pigs out of people in a discriminatory
manner. Fortunately, the consistent evidence regarding the
effectiveness and advantages of telehealth are encouraging systems
of care, government agencies, and the military to expand use of
telehealth to reach the underserved.

Contraindications, cautions, and
mitigation: There is widespread agreement as to what clinical
common sense tells us about red flags for telehealth. For example,
persons with significant levels of emotional instability,
cognitive impairment, danger risk, sociopathy, delusions, and
hallucinations are much less likely to benefit from e-therapy
without some form of real-world assistance and supervision. This
includes diagnoses such as complex PTSD, borderline personality
disorder, serious head trauma, and developmental disability. It
includes populations such as prison inmates, children, and
persons that have not had much exposure to computers or
Internet use. The capacities and consistency of technology for the
providers and clients are also obvious considerations. Using an
Internet connection to deliver suicide crisis help risks losing the
connection at a dangerous point. Mitigation for this might
include a backup phone connection, or using a regular phone line
for voice and Internet video for visual contact. Loss of video
would not impose as much risk as loss of voice. Discussing such
issues at the outset and having an appropriate plan in place are
essential.
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2. Increasing Pressure to Adopt

Demand: An ever-larger share of the population
use Internet phone, videoconferencing, and social media like any
other utility--they depend on them and they take them for granted.
Whether we are ready or not, online activity is vibrant,
increasing, and becoming more sophisticated in technology as well
as users. This applies to the search for well-being, because it is
a popular subject. The public will expect mental health information
and services to become more available and more sophisticated. This
has important clinical implications.

Adoption patterns: The ways people use
the Internet tell us a lot about the future of telehealth and
e-therapy. (Fox, 2011) reports on a 2010 survey of Americans by the
Pew Memorial Trust. The author found that 80% of people that use
the Internet have used it for researching health information. This
equates to 59% of the public when we account for those that are not
Internet users. At the time of the survey, 74% of U.S. adults used
the Internet.

According to the survey, people are more
likely to seek health information online if they are caring for
someone suffering from a chronic illness or disability, or if they
have such a condition.

The New York times reported that half of
adults used social media (Sengupta, 2011), while Pew Internet
reported that, of those, two thirds used social media. (Smith,
2011) These figures increase every time they are published.

Many people use sites involving interactivity
of some kind for mutual support regarding a problem such as
depression. Discussion forums are perhaps the best example.
Self-help forums are dedicated to specific topics, and allow users
to share support and resources. 6% of Internet users had posted a
comment or question about a health issue in a discussion forum or
similar venue, according to the Pew 2011 study. (Fox, 2011)

Roughly 20% of Internet users use peer
support regarding personal health matters. They are more likely to
turn to non-professionals for ideas on coping with a health issue
or getting quick relief, while they tend to look to professionals
for more technical answers. Despite concerns about misinformation
and scams on the Internet, people report a good level of
satisfaction in their use for health concerns.

New features are being added to sites on an
ongoing basis. For example, they can post material such as
questions and answers. some sites automatically track user-supplied
data such as weight, exercise or mood, and provide feedback such as
charts and recommendations. Expectations of professionals and the
public are being shaped in a dynamic interplay of the public,
competing providers, clinical insights, ethical standards, case
law, legislation, new technologies and innovations, research, and
incentives from the government and foundations.
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3. Defining Telehealth and
E-Therapy

Perhaps the earliest exercise of mental telehealth
services beyond the telephone took place at the Nebraska
Psychiatric Institute in 1959. There, a closed-circuit television
(in effect, video conferencing) enabled psychiatric consultation.
(Maheu, Pulier, Wilhelm, McMenamin, & Brown-Connolly, 2005)
Since then, the myriad modern manifestations of mental-telehealth
and general integration of computer and network technologies into
health care and society have resulted in many new terms and
concepts.

Telehealth

Note: This section focuses on the more popular
terms pertaining to the Web and telecommunications, but, if you are
new to any of the terms used here, the next section, "Electronic
Communications Services and their Security Issues"**still correct?
describes additional useful terms.

The reader may see terms such as e-health or
telemedicine used synonymously with telehealth. E-health is most
likely to refer to health services delivered via the Internet.

Our definition, similar definitions:
For the purposes of this course, we will use the following
definition of telehealth, which is devised from the perspective of
the mental health services provider, and made short by focusing on
these essential characteristics:

Telehealth provides health services and
administration through electronic communications media.

The above definition is similar to one used
by the Institute of Medicine (IOM): "Telemedicine [telehealth] is
the use of telecommunications and information technologies to share
and to maintain patient health information and to provide clinical
care and health education to patients and professionals when
distance separates the participants." (Field, 1996) Advances in
programming and customization, as well as Web 3.0 innovations, may
require the integration of software applications into the
definition in time.

That aside, we are using a broad, flexible
definition because this field is a flurry of innovation. In
contrast, the American Psychiatric Association, as of this writing,
is still limiting the definition to video conferencing. Further, it
limits it ambiguously to "a specifically defined form" whatever
that means, and further limits its use to populations in "remote
locations or otherwise underserved areas." (American Psychiatric
Association, Undated)

Bauer (2009) points out that the Greek prefix
"tele" means the end, far off, or distance. Now, it is almost
synonymous with electronic or digital when it appears in words such
as telephone, telecommunications, or
telehealth. This is why the definition used in this course
is so simple. Bauer adds that the core elements of any definition
must include 1) the use of "information and communication
technology" (ICT), 2) "Geographic distance between the
participants", and 3) "Health or medical uses."

Billing and Operations: We should
stress that telehealth is not just delivery of clinical
consultation. When we think of telehealth in terms of using
confidential information, we can divide it into three primary
areas: treatment, payment, and operations. These are the three
sections of federal HIPAA legislation covering the use of what it
refers to as personal health information (PHI). It refers to them
as TPO, or treatment, payment, and operations. As with
treatment, payment and operations (other administrative tasks) can
involve transmission of confidential information, but only that
which is necessary for these functions. Other information is to be
protected from unnecessary access, with special measures for
psychotherapy notes.

Security: When we think of the design
of telehealth systems or procedures, we can also refer to HIPAA.
The legislation covers such procedures in three sections:
privacy, transactions, and security.

Regulators and payers: According to
material on reimbursement by the American Psychological Association
(2011), "When used broadly by regulators and others, the term
telehealth services may refer to all interactions between health
care professionals and their patients that do not happen in person.
By contrast, payers often use much narrower definitions of
telehealth services." However, much electronic communication that
may include patient information takes place in the administration
of health data, and most of this activity does not involve
interaction with patients. (Bauer, 2009)

Telehealth systems: From a systems
perspective, Bauer (2009) states, "According to one view, a
telehealth or telemedicine system can be defined as follows: A
telemedicine system is an integrated, typically regional, health
care network offering comprehensive health service to a defined
population through the use of telecommunications and computer
technology." This definition emphasizes larger systems over the
more utility-driven use of specific media by individual providers
or small groups that are not integrated into a telehealth
system.

In legislation: Laws regarding
telehealth include a definition for it and related terms. They may
be more restrictive than definitions used for clinical purposes.
For example, clinicians may discuss telephone and email as part of
telehealth, though they are excluded from some legal
definitions.

An example from California: A flexible
definition for telehealth was developed for California law (and it
includes masters-level therapists as health care providers), as
follows:

For the purposes of this section, "telemedicine"
means the practice of health care delivery, diagnosis,
consultation, treatment, transfer of medical data, and education
using interactive audio, video, or data communications. Neither a
telephone conversation nor an electronic mail message between a
health care practitioner and patient constitutes "telemedicine" for
purposes of this section. (Cal. B&P § 2290.5 A1)

Tele-Mental Health

This refers to telehealth practices that serve mental
health needs and systems. You may also see it without the hyphen,
as telemental health.

E-Therapy:

For this course, we will define e-therapy like
so:

E-therapy is the provision of psychotherapy and
counseling through telecommunications media.

E-therapy is a subset of the tele-mental
health domain. Note that assessment, as an integral part of
therapy, is part of e-therapy. Various consultation and coaching
services use the same media, so there are terms such as e-coaching.
Terms used for e-therapy include e-counseling, cybercounseling,
cybertherapy, teletherapy, telepsychotherapy, and psychotechnology.
These terms have been used by clinical professionals and mainstream
media.

Taylor, Symonette, and Singleton (2009) introduce
e-therapy as, "The provision of behavioral health services
delivered interactively from a distance, in discussion." Their work
provides the following definition, saying that e-therapy "serves as
the conceptual framework for the information provided in this
document."

E-therapy is the use of electronic media and
information technologies to provide services for participants in
different locations. It is used by skilled and knowledgeable
professionals (e.g., counselors, and therapists) to address a
variety of individual, familial, and social issues. E-therapy can
(1) include a range of services, including screening, assessment,
primary treatment, and after care; (2) provide more accessible
modes of treatment than the traditional ones to those who actively
use the recent development of technology (i.e., adolescents and
young adults); (3) help people access treatment services who
traditionally would not seek services because of barriers related
to geography, shame and guilt, stigma, or other issues; and 4) be
provided as a sole treatment modality, or in combination with other
treatment modalities, like traditional or existing treatments.

Telepsychology

The American Psychological Association refers to
telepsychology in its materials regarding telehealth practice by
psychologists. As such, it goes beyond definitions of e-therapy to
include psychological testing.

Telepsychology.net defines it thus: "The term
telepsychology will be used inclusively on this page to include
providing psychotherapy and psychological assessment and testing
using various electronic means such as videoconferencing,
teleconferencing and telephone therapy, psychotherapy and
counseling over the internet through various software packages with
or without a video camera or webcam, counseling via email or
internet chat, using social networking sites like myspace (sic) and
facebook (sic), etc." (TelePsychology.net, 2011)

Health 2.0 or 3.0

Changes in the healthcare environment spurred by
participative technologies are giving rise to an especially
volatile area of development referred to as Health 2.0 or Medicine
2.0. (Hesse, O'Connell, Augustson, Chou, Shaikh, Rutten, 2011) This
is an allusion to the changes in Internet use referred to as Web
2.0. It involves integrating social media with health data so as to
allow more patient participation in medical records and decision
making. It can also allow more rapid or real-time communication and
record review by multiple clinicians involved in the same case.

Standards are under development for
telehealth that does not include social media, yet the Web, and
practices in medicine and mental health, are moving forward to take
advantage of social media and other technologies, well ahead of the
articulation of standards of practice.

The confluence of electronic records and
social media will result in exploration of a small-scale version of
"crowd sourcing" opinions, referred to as collective intelligence,
in seeking improved results. This may benefit from increased
engagement of patients and clinicians. (Hesse, O'Connell,
Augustson, Chou, Shaikh, Rutten, 2011)

The eager adoption of Internet searches by
patients seeking medical information and collective intelligence
projects in areas outside of medicine and mental health are giving
rise to interest in potential clinical applications. The existence
of medical, wellness, fitness, and mental health-related apps
(programs) in mobile technology such as smart phones provides
additional inspiration and motivation for such exploration.
Automated "coaching" that provides reminders to people to engage in
pro-health behavior is just one of the proliferating examples of
such apps, and they are already being integrated with modalities
for peer or clinician contact through text messaging, voice, and
video in various ways.

It will be years before ethical expectations
and general patterns of use in Health 2.0 are conventionalized.
Continued technological innovation in terms of software and
hardware innovations leave these conventions up to our
imaginations.

For some years, the term Web 3.0 has been used
increasingly to refer to customization and ubiquity. That is,
diverse appliances and devices that provide, or are affected by,
large amounts of data from any number of sources, with results or
actions that are customized to the individual user in real time. A
device that detects your exercise level and provides
recommendations based on your changing biometrics, such as weight,
and evolving information about health rated by the experience of
thousands of users would be an example.
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